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Summary

CVE CVE-2012-2227

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-26 18:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description Directory traversal vulnerability in update/index.php in PluXml before 5.1.6 allows remote attackers to include and execute arbitrary local files via a ..%2F (encoded dot dot slash) in the default_lang parameter.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pluxml Pluxml All All All All

References

Reference

20120502 Local File Inclusion in PluXml

Malformed Request

[+] Administration: Catégories > Options -> ajout champ pour définir le contenu de la balise [+] Administration: affichage compteur des articles en attente de validation à droite du menu "Articles" [+] Administration: compteur des commentaires hors ligne à droite du menu "commentaires" cliquable -> accès direct à la liste des commentaires hors ligne. [+] Administration: Edition des commentaires -> possibilité de modifier la date/heure des commentaires [+] Administration: Gestionnaire de médias: ajout

IBM X-Force Exchange

Security Alerts - Secunia

File Not Found

PluXml 5.1.5 Local File Inclusion

81638

Sortie de PluXml 5.1.6 - PluXml

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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