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Summary

CVE CVE-2012-2242

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-10-01 00:55:00 UTC

Updated 2013-04-19 03:21:00 UTC

Description scripts/dget.pl in devscripts before 2.10.73 allows remote attackers to execute arbitrary commands via a crafted (1) .dsc or (2) .changes file, related to "arguments to external commands" that are not properly escaped, a different vulnerability than CVE-2012-2240.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Devscripts Devel Team Devscripts 2.10.0 All All All

Application Devscripts Devel Team Devscripts 2.10.1 All All All

Application Devscripts Devel Team Devscripts 2.10.10 All All All

Application Devscripts Devel Team Devscripts 2.10.11 All All All

Application Devscripts Devel Team Devscripts 2.10.12 All All All

Application Devscripts Devel Team Devscripts 2.10.13 All All All

Application Devscripts Devel Team Devscripts 2.10.14 All All All

Application Devscripts Devel Team Devscripts 2.10.15 All All All

Application Devscripts Devel Team Devscripts 2.10.16 All All All

Application Devscripts Devel Team Devscripts 2.10.17 All All All

Application Devscripts Devel Team Devscripts 2.10.18 All All All

Application Devscripts Devel Team Devscripts 2.10.18.1 All All All

Application Devscripts Devel Team Devscripts 2.10.19 All All All

Application Devscripts Devel Team Devscripts 2.10.20 All All All

Application Devscripts Devel Team Devscripts 2.10.21 All All All

Application Devscripts Devel Team Devscripts 2.10.22 All All All

Application Devscripts Devel Team Devscripts 2.10.23 All All All
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Application Devscripts Devel Team Devscripts 2.10.23 All All All

Application Devscripts Devel Team Devscripts 2.10.24 All All All

Application Devscripts Devel Team Devscripts 2.10.25 All All All

Application Devscripts Devel Team Devscripts 2.10.26 All All All

Application Devscripts Devel Team Devscripts 2.10.27 All All All

Application Devscripts Devel Team Devscripts 2.10.28 All All All

Application Devscripts Devel Team Devscripts 2.10.29 All All All

Application Devscripts Devel Team Devscripts 2.10.3 All All All

Application Devscripts Devel Team Devscripts 2.10.30 All All All

Application Devscripts Devel Team Devscripts 2.10.31 All All All

Application Devscripts Devel Team Devscripts 2.10.32 All All All

Application Devscripts Devel Team Devscripts 2.10.33 All All All

Application Devscripts Devel Team Devscripts 2.10.34 All All All

Application Devscripts Devel Team Devscripts 2.10.35 All All All

Application Devscripts Devel Team Devscripts 2.10.36 All All All

Application Devscripts Devel Team Devscripts 2.10.38 All All All

Application Devscripts Devel Team Devscripts 2.10.39 All All All

Application Devscripts Devel Team Devscripts 2.10.40 All All All

Application Devscripts Devel Team Devscripts 2.10.41 All All All

Application Devscripts Devel Team Devscripts 2.10.42 All All All

Application Devscripts Devel Team Devscripts 2.10.43 All All All

Application Devscripts Devel Team Devscripts 2.10.44 All All All

Application Devscripts Devel Team Devscripts 2.10.45 All All All

Application Devscripts Devel Team Devscripts 2.10.46 All All All

Application Devscripts Devel Team Devscripts 2.10.47 All All All

Application Devscripts Devel Team Devscripts 2.10.48 All All All

Application Devscripts Devel Team Devscripts 2.10.49 All All All

Application Devscripts Devel Team Devscripts 2.10.50 All All All

Application Devscripts Devel Team Devscripts 2.10.51 All All All

Application Devscripts Devel Team Devscripts 2.10.52 All All All

Application Devscripts Devel Team Devscripts 2.10.53 All All All

Application Devscripts Devel Team Devscripts 2.10.54 All All All

Application Devscripts Devel Team Devscripts 2.10.55 All All All

Application Devscripts Devel Team Devscripts 2.10.56 All All All

Application Devscripts Devel Team Devscripts 2.10.57 All All All

Application Devscripts Devel Team Devscripts 2.10.58 All All All
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Application Devscripts Devel Team Devscripts 2.10.59 All All All

Application Devscripts Devel Team Devscripts 2.10.6 All All All

Application Devscripts Devel Team Devscripts 2.10.60 All All All

Application Devscripts Devel Team Devscripts 2.10.61 All All All

Application Devscripts Devel Team Devscripts 2.10.62 All All All

Application Devscripts Devel Team Devscripts 2.10.63 All All All

Application Devscripts Devel Team Devscripts 2.10.64 All All All

Application Devscripts Devel Team Devscripts 2.10.65.1 All All All

Application Devscripts Devel Team Devscripts 2.10.66 All All All

Application Devscripts Devel Team Devscripts 2.10.67 All All All

Application Devscripts Devel Team Devscripts 2.10.68 All All All

Application Devscripts Devel Team Devscripts 2.10.69 All All All

Application Devscripts Devel Team Devscripts 2.10.69 squeeze1 All All

Application Devscripts Devel Team Devscripts 2.10.69 squeeze2 All All

Application Devscripts Devel Team Devscripts 2.10.69 squeeze3 All All

Application Devscripts Devel Team Devscripts 2.10.69 squeeze4 All All

Application Devscripts Devel Team Devscripts 2.10.7 All All All

Application Devscripts Devel Team Devscripts 2.10.70 All All All

Application Devscripts Devel Team Devscripts 2.10.71 All All All

Application Devscripts Devel Team Devscripts 2.10.8 All All All

Application Devscripts Devel Team Devscripts 2.10.9 All All All

Application Devscripts Devel Team Devscripts 2.10.0 All All All

Application Devscripts Devel Team Devscripts 2.10.1 All All All

Application Devscripts Devel Team Devscripts 2.10.10 All All All

Application Devscripts Devel Team Devscripts 2.10.11 All All All

Application Devscripts Devel Team Devscripts 2.10.12 All All All

Application Devscripts Devel Team Devscripts 2.10.13 All All All

Application Devscripts Devel Team Devscripts 2.10.14 All All All

Application Devscripts Devel Team Devscripts 2.10.15 All All All

Application Devscripts Devel Team Devscripts 2.10.16 All All All

Application Devscripts Devel Team Devscripts 2.10.17 All All All

Application Devscripts Devel Team Devscripts 2.10.18 All All All

Application Devscripts Devel Team Devscripts 2.10.18.1 All All All

Application Devscripts Devel Team Devscripts 2.10.19 All All All

Application Devscripts Devel Team Devscripts 2.10.20 All All All

Application Devscripts Devel Team Devscripts 2.10.21 All All All
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Application Devscripts Devel Team Devscripts 2.10.21 All All All

Application Devscripts Devel Team Devscripts 2.10.22 All All All

Application Devscripts Devel Team Devscripts 2.10.23 All All All

Application Devscripts Devel Team Devscripts 2.10.24 All All All

Application Devscripts Devel Team Devscripts 2.10.25 All All All

Application Devscripts Devel Team Devscripts 2.10.26 All All All

Application Devscripts Devel Team Devscripts 2.10.27 All All All

Application Devscripts Devel Team Devscripts 2.10.28 All All All

Application Devscripts Devel Team Devscripts 2.10.29 All All All

Application Devscripts Devel Team Devscripts 2.10.3 All All All

Application Devscripts Devel Team Devscripts 2.10.30 All All All

Application Devscripts Devel Team Devscripts 2.10.31 All All All

Application Devscripts Devel Team Devscripts 2.10.32 All All All

Application Devscripts Devel Team Devscripts 2.10.33 All All All

Application Devscripts Devel Team Devscripts 2.10.34 All All All

Application Devscripts Devel Team Devscripts 2.10.35 All All All

Application Devscripts Devel Team Devscripts 2.10.36 All All All

Application Devscripts Devel Team Devscripts 2.10.38 All All All

Application Devscripts Devel Team Devscripts 2.10.39 All All All

Application Devscripts Devel Team Devscripts 2.10.40 All All All

Application Devscripts Devel Team Devscripts 2.10.41 All All All

Application Devscripts Devel Team Devscripts 2.10.42 All All All

Application Devscripts Devel Team Devscripts 2.10.43 All All All

Application Devscripts Devel Team Devscripts 2.10.44 All All All

Application Devscripts Devel Team Devscripts 2.10.45 All All All

Application Devscripts Devel Team Devscripts 2.10.46 All All All

Application Devscripts Devel Team Devscripts 2.10.47 All All All

Application Devscripts Devel Team Devscripts 2.10.48 All All All

Application Devscripts Devel Team Devscripts 2.10.49 All All All

Application Devscripts Devel Team Devscripts 2.10.50 All All All

Application Devscripts Devel Team Devscripts 2.10.51 All All All

Application Devscripts Devel Team Devscripts 2.10.52 All All All

Application Devscripts Devel Team Devscripts 2.10.53 All All All

Application Devscripts Devel Team Devscripts 2.10.54 All All All

Application Devscripts Devel Team Devscripts 2.10.55 All All All

Application Devscripts Devel Team Devscripts 2.10.56 All All All
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Application Devscripts Devel Team Devscripts 2.10.57 All All All

Application Devscripts Devel Team Devscripts 2.10.58 All All All

Application Devscripts Devel Team Devscripts 2.10.59 All All All

Application Devscripts Devel Team Devscripts 2.10.6 All All All

Application Devscripts Devel Team Devscripts 2.10.60 All All All

Application Devscripts Devel Team Devscripts 2.10.61 All All All

Application Devscripts Devel Team Devscripts 2.10.62 All All All

Application Devscripts Devel Team Devscripts 2.10.63 All All All

Application Devscripts Devel Team Devscripts 2.10.64 All All All

Application Devscripts Devel Team Devscripts 2.10.65.1 All All All

Application Devscripts Devel Team Devscripts 2.10.66 All All All

Application Devscripts Devel Team Devscripts 2.10.67 All All All

Application Devscripts Devel Team Devscripts 2.10.68 All All All

Application Devscripts Devel Team Devscripts 2.10.69 All All All

Application Devscripts Devel Team Devscripts 2.10.69 squeeze1 All All

Application Devscripts Devel Team Devscripts 2.10.69 squeeze2 All All

Application Devscripts Devel Team Devscripts 2.10.69 squeeze3 All All

Application Devscripts Devel Team Devscripts 2.10.69 squeeze4 All All

Application Devscripts Devel Team Devscripts 2.10.7 All All All

Application Devscripts Devel Team Devscripts 2.10.70 All All All

Application Devscripts Devel Team Devscripts 2.10.71 All All All

Application Devscripts Devel Team Devscripts 2.10.8 All All All

Application Devscripts Devel Team Devscripts 2.10.9 All All All

Application Devscripts Devel Team Devscripts All All All All

References

Reference Source Link Tags

Security Advisory SA50600 - Debian update for devscripts - Secunia SECUNIA secunia.com Vendor Advisory

USN-1593-1: devscripts vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Debian -- Security Information -- DSA-2549-1 devscripts DEBIAN www.debian.org

Debian devscripts Multiple Arbitrary File Deletion and Arbitrary Code Execution Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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