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CVE-2012-2250
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AVNACLAUNCNIENAD Certain versions of Tor from Torproject contain the following
’ vulnerability:

Tor before 0.2.3.24-rc allows remote attackers to cause a denial of
service (assertion failure and daemon exit) by performing link protocol
negotiation incorrectly.

CVE-2012-2250 has been assigned by (2 security@debian.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References
Description Tags Link

tor - Tor's source code (%) CONFIRM gitweb.torproject.org/tor.git?a=blob_plain;hb=HEAD;f=ChangelLog

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Tvoe Vendor Product Version Undate Edition Lanauaae


https://cve.report/
https://cve.report/CVE-2012-2250/mitre
https://cve.report/CVE-2012-2250/nist
https://cve.report/CVE-2012-2250/cve_org
https://cve.report/CVE-2012-2250.pdf
http://cve.report/software/torproject/tor
http://cve.report/vendor/torproject
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2012-2250/c82d0827
mailto:%20comment@cve.report
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cpe:2.3:a:torproject:tor:0.0.2:*:*:*:*:*:*:*:

Kk kKKK

cpe:2.3:a:torproject:tor:0.0.2:pre13:*:*:*:*:*:

Kk kK kK

cpe:2.3:a:torproject:tor:0.0.2:pre14:*:*:*:*:*:

Kk kKKK

cpe:2.3:a:torproject:tor:0.0.2:pre15:*:*:*:*:*:

Kk kKKK

cpe:2.3:a:torproject:tor:0.0.2:pre17:*:*:*:*:*:

Kk kK kK

cpe:2.3:a:torproject:tor:0.0.2:pre18:*:*:*:*:*:

Kk kK Kk

cpe:2.3:a:torproject:tor:0.0.2:pre19:*:*:*:*:*:

Kk kK Kk

cpe:2.3:a:torproject:tor:0.0.2:pre20:*:*:*:*:*:

Kk kK Kk

cpe:2.3:a:torproject:tor:0.0.2:pre22:*:*:*:*:*:

Kk kK Kk

cpe:2.3:a:torproject:tor:0.0.2:pre23:*:*:*:*:*:
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cpe:2.3:a:torproject:tor:0.0.3:*: """

cpe:2.3:a:torproject:tor:0.0.4: %" "

cpe:2.3:a:torproject:tor:0.0.5: %" "

cpe:2.3:a:torproject:tor:0.0.6:*:* " ":*:

cpe:2.3:a:torproject:tor:0.0.6.1:*:*: "

cpe:2.3:a:torproject:tor:0.0.6.2:%:*:*:

cpe:2.3:a:torproject:tor:0.0.7:*:*:** "%

cpe:2.3:a:torproject:tor:0.0.7.1:* "

cpe:2.3:a:torproject:tor:0.0.7.2:%:* "

cpe:2.3:a:torproject:tor:0.0.7.3:*: "

cpe:2.3:a:torproject:tor:0.0.8.1 " " ™

cpe:2.3:a:torproject:tor:0.0.9.1 %%

cpe:2.3:a:torproject:tor:0.0.9.2:%:*:*

cpe:2.3:a:torproject:tor:0.0.9.3:*:*:***

cpe:2.3:a:torproject:tor:0.0.9.4 " "

cpe:2.3:a:torproject:tor:0.0.9.5:

cpe:2.3:a:torproject:tor:0.0.9.6: " " * "

cpe:2.3:a:torproject:tor:0.0.9.7:* ™

cpe:2.3:a:torproject:tor:0.0.9.8:*** " *:*:

cpe:2.3:a:torproject:tor:0.0.9.9: " " * "

dk kR ok akakak,

cpe:2.3:a:torproject:tor:0.1.0.10:*

dkakak kR akak.

cpe:2.3:a:torproject:tor:0.1.0.12: %% ™

dkakak ok akakak.

cpe:2.3:a:torproject:tor:0.1.0.13: %"



akkakokakakak.

cpe:2.3:a:torproject:tor:0.1.1.22:%:*:*:**

O

cpe:2.3:a:torproject:tor:0.1.1.23:%:":* "

dkkakokakakuk.

cpe:2.3:a:torproject:tor:0.1.1.24%:*:* ™

dkakakokakakuk.

cpe:2.3:a:torproject:tor:0.1.2.14*:** ™

dkak Lk ak ok akuk.

cpe:2.3:a:torproject:tor:0.1.2.15: "

dkuk kR Lk akuk.

cpe:2.3:a:torproject:tor:0.1.2.19:*:*****:*:

LRk kR Lk akak.

cpe:2.3:a:torproject:tor:0.2.0.30:

LRk kR akakak,

cpe:2.3:a:torproject:tor:0.2.0.34:

dkak kR kR k.

cpe:2.3:a:torproject:tor:0.2.0.35:*

dkakak ok akakak.

cpe:2.3:a:torproject:tor:0.2.2.18: %

dkakak kR akak.

cpe:2.3:a:torproject:tor:0.2.2.19:* %



cpe:2.3:a:torproject:tor:0.2.2.28:

cpe:2.3:a:torproject:tor:0.2.2.29:*:*:* %

cpe:2.3:a:torproject:tor:0.2.2.30: ™"

cpe:2.3:a:torproject:tor:0.2.2.31: %" ™

cpe:2.3:a:torproject:tor:0.2.2.33:*:":*

cpe:2.3:a:torproject:tor:0.2.2.34 %%

cpe:2.3:a:torproject:tor:0.2.2.35: %"

cpe:2.3:a:torproject:tor:0.2.2.36:

cpe:2.3:a:torproject:tor:0.2.2.38:*:*:****:*:

cpe:2.3:a:torproject:tor:0.2.3:*:*:*** %

cpe:2.3:a:torproject:tor:0.2.3.13:alpha:*:*:*:*:*:*:

cpe:2.3:a:torproject:tor:0.2.3.14:alpha:*:*:*:*:*:*:

cpe:2.3:a:torproject:tor:0.2.3.18:rc:** " *:*:

cpe:2.3:a:torproject:tor:0.2.3.19:rc:** " %"

dkakakakakak,

cpe:2.3:a:torproject:tor:*:rc:*:*

cpe:2.3:a:torproject:tor:0.0.2:*:*:*: " *:*:



akk Lk KLk k.

cpe:2.3:a:torproject:tor:0.0.2:pre18:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:torproject:tor:0.0.2:pre19:*:*:*:*:*:*:

kLK Lk kKK,

cpe:2.3:a:torproject:tor:0.0.2:pre20:*:*:*:*:*:*:

kKKK LKk,

cpe:2.3:a:torproject:tor:0.0.2:pre21:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:torproject:tor:0.0.2:pre23:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:torproject:tor:0.0.2:pre24:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:torproject:tor:0.0.2:pre25:*:*:*:**:*:

KKk akuk k.

cpe:2.3:a:torproject:tor:0.0.2:pre26:*:*:*:*:*:*:

cpe:2.3:a:torproject:tor:0.0.3:*:*:*:**:*:*:

cpe:2.3:a:torproject:tor:0.0.4: "

cpe:2.3:a:torproject:tor:0.0.5:* "

cpe:2.3:a:torproject:tor:0.0.6:*:*: "

cpe:2.3:a:torproject:tor:0.0.6.1 %

cpe:2.3:a:torproject:tor:0.0.6.2:*** " *:*:

cpe:2.3:a:torproject:tor:0.0.7: % %

cpe:2.3:a:torproject:tor:0.0.7.1 %

cpe:2.3:a:torproject:tor:0.0.7.2:*** "

cpe:2.3:a:torproject:tor:0.0.7.3:*** " "

cpe:2.3:a:torproject:tor:0.0.8.1 % " * "

cpe:2.3:a:torproject:tor:0.0.9.1:*: %



cpe:2.3:a:torproject:tor:0.0.9.2:%: %%

cpe:2.3:a:torproject:tor:0.0.9.3:*: """

cpe:2.3:a:torproject:tor:0.0.9.4:": "

cpe:2.3:a:torproject:tor:0.0.9.5:" "

cpe:2.3:a:torproject:tor:0.0.9.6:™:: "

cpe:2.3:a:torproject:tor:0.0.9.7:" "

cpe:2.3:a:torproject:tor:0.0.9.8:*: "

cpe:2.3:a:torproject:tor:0.0.9.9:%: "

O

cpe:2.3:a:torproject:tor:0.1.0.10: " ™

O

cpe:2.3:a:torproject:tor:0.1.0.1 1% ™

dkakakok ok akuk.

cpe:2.3:a:torproject:tor:0.1.0.13:%:%:*

dkakakak ok akak.

cpe:2.3:a:torproject:tor:0.1.0.14: =

dkakakak ok akk.

cpe:2.3:a:torproject:tor:0.1.0.15: %%

dkak Lk akakakuk.

cpe:2.3:a:torproject:tor:0.1.0.16: %% :*:

dkak kR Lk akak.

cpe:2.3:a:torproject:tor:0.1.1.20:*:*:****:*:

LRk kR ok akak.

cpe:2.3:a:torproject:tor:0.1.1.21:* %

LRk kR Lk akak.

cpe:2.3:a:torproject:tor:0.1.1.22:* "

dkak kR Lk akak.

cpe:2.3:a:torproject:tor:0.1.1.23:* "

LRk kR ok akak.

cpe:2.3:a:torproject:tor:0.1.1.25:* "

dk kR kR Rk,

cpe:2.3:a:torproject:tor:0.1.1.26:* "

dkak kR kR k.

cpe:2.3:a:torproject:tor:0.1.2.13:*

dk kR kR Rk,

cpe:2.3:a:torproject:tor:0.1.2. 14 "

cne'? 3:atarnroiecttor ) 1 2 18- *-*-x-xkexex.
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dkkakkakakak.

cpe:2.3:a:torproject:tor:0.2.0.35:%:":*

dkkak Lk akakak.

cpe:2.3:a:torproject:tor:0.2.2.18:*:":* "

dkkakk ok akuk.

cpe:2.3:a:torproject:tor:0.2.2.22:*:*:****:*:

dkakkak ok akuk.

cpe:2.3:a:torproject:tor:0.2.2.23: %%

dkakk ok akakuk.

cpe:2.3:a:torproject:tor:0.2.2.24 %% *

dkak kR Lk kk.

cpe:2.3:a:torproject:tor:0.2.2.25:*:**

dkak kR Lk akak.

cpe:2.3:a:torproject:tor:0.2.2.27:*:**

dkuk kR Lk akak.

cpe:2.3:a:torproject:tor:0.2.2.28:*

dkak kR kR k.

cpe:2.3:a:torproject:tor:0.2.2.29:*

dkak kR ok akak.

cpe:2.3:a:torproject:tor:0.2.2.30:

LRk kR ok akak.

cpe:2.3:a:torproject:tor:0.2.2.32:* %

Lk kR kR kR,

cpe:2.3:a:torproject:tor:0.2.2.33:*:

dk kR ok akakak.

cpe:2.3:a:torproject:tor:0.2.2.34 %

dk kR kR akak.

cpe:2.3:a:torproject:tor:0.2.2.35:* %



cpe:2.3:a:torproject:tor:0.2.3:*:* """

cpe:2.3:a:torproject:tor:0.2.3.17:beta:*:*:*:*:*:*:
cpe:2.3:a:torproject:tor:0.2.3.18:rc:*: "

cpe:2.3:a:torproject:tor:0.2.3.19:rc:*: "%

cpe:2.3:a:torproject:tor:0.2.3.21:rc:*: "%

cpe:2.3:a:torproject:tor:0.2.3.22:rc:*: "%

No vendor comments have been submitted for this CVE
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