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CVE CVE-2012-2251
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-11 01:55:00 UTC
Updated 2017-08-29 01:31:00 UTC
Description rssh 2.3.2, as used by Debian, Fedora, and others, when the rsync protocol is enabled, allows local users to bypass intende
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux All All All All

Operating System Debian Debian Linux All All All All

Operating System Fedoraproject Fedora All All All All

Operating System Fedoraproject Fedora All All All All

Application Pizzashack Rssh 2.3.2 All All All

Application Pizzashack Rssh 232 All All All
References |

Reference Source Link

20121127 Re: rssh security announcement BUGTRAQ archives.neohapsis.com

About Secunia Research | Flexera SECUNIA  secunia.com

Debian -- Security Information -- DSA-2578-1 rssh DEBIAN www.debian.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

oss-security - rssh: incorrect filtering of command line options MLIST www.openwall.com

877279 — CVE-2012-2251 rssh: insufficient filtering of -e option for rsync [fedora-all] CONFIRM  bugzilla.redhat.com

rssh Command Line Filtering Multiple Remote Arbitrary Command Execution Vulnerabilities  BID www.securityfocus.com

CVE Program record CVE.ORG  www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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