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Summary

CVE CVE-2012-2273

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-20 04:02:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description Comodo Internet Security before 5.10.228257.2253 on Windows 7 x64 allows local users to cause a denial of service (system crash) via a crafted 32-bit Portable Executable (PE) file with a kernel ImageBase value.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Comodo Comodo Internet Security 3.0.14.276 All All All

Application Comodo Comodo Internet Security 3.0.15.277 All All All

Application Comodo Comodo Internet Security 3.0.16.295 All All All

Application Comodo Comodo Internet Security 3.0.17.304 All All All

Application Comodo Comodo Internet Security 3.0.18.309 All All All

Application Comodo Comodo Internet Security 3.0.19.318 All All All

Application Comodo Comodo Internet Security 3.0.20.320 All All All

Application Comodo Comodo Internet Security 3.0.22.349 All All All

Application Comodo Comodo Internet Security 3.0.23.364 All All All

Application Comodo Comodo Internet Security 3.0.24.368 All All All

Application Comodo Comodo Internet Security 3.0.25.378 All All All

Application Comodo Comodo Internet Security 3.10.102363.531 All All All

Application Comodo Comodo Internet Security 3.11.108364.552 All All All

Application Comodo Comodo Internet Security 3.12.111745.560 All All All

Application Comodo Comodo Internet Security 3.13.121240.574 All All All

Application Comodo Comodo Internet Security 3.13.125662.579 All All All

Application Comodo Comodo Internet Security 3.14.130099.587 All All All
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Application Comodo Comodo Internet Security 3.14.130099.587 All All All

Application Comodo Comodo Internet Security 3.5.53896.424 All All All

Application Comodo Comodo Internet Security 3.5.54375.427 All All All

Application Comodo Comodo Internet Security 3.5.55810.432 All All All

Application Comodo Comodo Internet Security 3.5.57173.439 All All All

Application Comodo Comodo Internet Security 3.8.64263.468 All All All

Application Comodo Comodo Internet Security 3.8.64739.471 All All All

Application Comodo Comodo Internet Security 3.8.65951.477 All All All

Application Comodo Comodo Internet Security 3.9.95478.509 All All All

Application Comodo Comodo Internet Security 4.0.138377.779 All All All

Application Comodo Comodo Internet Security 4.0.141842.828 All All All

Application Comodo Comodo Internet Security 4.1.150349.920 All All All

Application Comodo Comodo Internet Security 5.0.163652.1142 All All All

Application Comodo Comodo Internet Security 5.3.174622.1216 All All All

Application Comodo Comodo Internet Security 5.3.175888.1227 All All All

Application Comodo Comodo Internet Security 5.3.176757.1236 All All All

Application Comodo Comodo Internet Security 5.3.181415.1237 All All All

Application Comodo Comodo Internet Security 5.4.189822.1355 All All All

Application Comodo Comodo Internet Security 5.5.195786.1383 All All All

Application Comodo Comodo Internet Security 5.8.211697.2124 All All All

Application Comodo Comodo Internet Security 5.8.213334.2131 All All All

Application Comodo Comodo Internet Security 5.9.219863.2196 All All All

Application Comodo Comodo Internet Security 3.0.14.276 All All All

Application Comodo Comodo Internet Security 3.0.15.277 All All All

Application Comodo Comodo Internet Security 3.0.16.295 All All All

Application Comodo Comodo Internet Security 3.0.17.304 All All All

Application Comodo Comodo Internet Security 3.0.18.309 All All All

Application Comodo Comodo Internet Security 3.0.19.318 All All All

Application Comodo Comodo Internet Security 3.0.20.320 All All All

Application Comodo Comodo Internet Security 3.0.22.349 All All All

Application Comodo Comodo Internet Security 3.0.23.364 All All All

Application Comodo Comodo Internet Security 3.0.24.368 All All All

Application Comodo Comodo Internet Security 3.0.25.378 All All All

Application Comodo Comodo Internet Security 3.10.102363.531 All All All

Application Comodo Comodo Internet Security 3.11.108364.552 All All All

Application Comodo Comodo Internet Security 3.12.111745.560 All All All
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Application Comodo Comodo Internet Security 3.13.121240.574 All All All

Application Comodo Comodo Internet Security 3.13.125662.579 All All All

Application Comodo Comodo Internet Security 3.14.130099.587 All All All

Application Comodo Comodo Internet Security 3.5.53896.424 All All All

Application Comodo Comodo Internet Security 3.5.54375.427 All All All

Application Comodo Comodo Internet Security 3.5.55810.432 All All All

Application Comodo Comodo Internet Security 3.5.57173.439 All All All

Application Comodo Comodo Internet Security 3.8.64263.468 All All All

Application Comodo Comodo Internet Security 3.8.64739.471 All All All

Application Comodo Comodo Internet Security 3.8.65951.477 All All All

Application Comodo Comodo Internet Security 3.9.95478.509 All All All

Application Comodo Comodo Internet Security 4.0.138377.779 All All All

Application Comodo Comodo Internet Security 4.0.141842.828 All All All

Application Comodo Comodo Internet Security 4.1.150349.920 All All All

Application Comodo Comodo Internet Security 5.0.163652.1142 All All All

Application Comodo Comodo Internet Security 5.3.174622.1216 All All All

Application Comodo Comodo Internet Security 5.3.175888.1227 All All All

Application Comodo Comodo Internet Security 5.3.176757.1236 All All All

Application Comodo Comodo Internet Security 5.3.181415.1237 All All All

Application Comodo Comodo Internet Security 5.4.189822.1355 All All All

Application Comodo Comodo Internet Security 5.5.195786.1383 All All All

Application Comodo Comodo Internet Security 5.8.211697.2124 All All All

Application Comodo Comodo Internet Security 5.8.213334.2131 All All All

Application Comodo Comodo Internet Security 5.9.219863.2196 All All All

Application Comodo Comodo Internet Security All All All All

Operating System Microsoft Windows 7 - All All All

Operating System Microsoft Windows 7 - All All All

References
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Comodo Internet Security PE File Processing Bug Lets Remote and Local Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

Comodo Anti Malware Release Notes – Latest Version Notes CONFIRM www.comodo.com
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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