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Summary

CVE CVE-2012-2277

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-14 22:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description The IRM Server in EMC Documentum Information Rights Management 4.x before 4.7.0100 and 5.x before 5.0.1030 allows remote attackers to cause a denial of service (pvcontrol.exe process hang) via \n (line feed) characters in the Id fields of many "batch begin untethered" commands.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emc Documentum Information Rights Management 4 All All All

Application Emc Documentum Information Rights Management 5 All All All

Application Emc Documentum Information Rights Management 4 All All All

Application Emc Documentum Information Rights Management 5 All All All

References

Reference Source

aluigi.org/adv/irm_1-adv.txt MISC

RETIRED: EMC Documentum Information Rights Management (IRM) Server Denial of Service Vulnerabilities BID

EMC Documentum Information Rights Management Server Bugs Let Remote Authenticated Users Deny Service - SecurityTracker SECTRACK

SecurityFocus BUGTRAQ

IBM X-Force Exchange XF

EMC IRM License Server DoS Server 4.6.1.1995 EXPLOIT-DB

Security Advisory SA48690 - EMC Documentum IRM Server Multiple Denial of Service Vulnerabilities - Secunia SECUNIA

CVE Program record CVE.ORG
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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