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Summary

CVE CVE-2012-2282

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-16 20:55:00 UTC

Updated 2013-03-22 03:10:00 UTC

Description EMC Celerra Network Server 6.x before 6.0.61.0, VNX 7.x before 7.0.53.2, and VNXe 2.0 and 2.1 before 2.1.3.19077 (aka MR1 SP3.2) and 2.2 before 2.2.0.19078 (aka MR2 SP0.2) do not properly implement NFS access control, which allows remote authenticated users to read or modify files via a (1) NFSv2, (2) NFSv3, or (3) NFSv4 request.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emc Celerra Network Server 6.0.36.4 All All All

Application Emc Celerra Network Server 6.0.60.2 All All All

Application Emc Celerra Network Server 6.0.36.4 All All All

Application Emc Celerra Network Server 6.0.60.2 All All All

Application Emc Vnx 7.0.12.0 All All All

Application Emc Vnx 7.0.53.1 All All All

Application Emc Vnx 7.0.12.0 All All All

Application Emc Vnx 7.0.53.1 All All All

Application Emc Vnxe 2.0 All All All

Application Emc Vnxe 2.0 sp1 All All

Application Emc Vnxe 2.0 sp2 All All

Application Emc Vnxe 2.0 sp3 All All

Application Emc Vnxe mr1 sp1 All All

Application Emc Vnxe mr1 sp2 All All

Application Emc Vnxe mr1 sp3 All All

Application Emc Vnxe mr1 sp3.1 All All

Application Emc Vnxe mr2 sp0.1 All All
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Application Emc Vnxe mr2 sp0.1 All All

Application Emc Vnxe 2.0 All All All

Application Emc Vnxe 2.0 sp1 All All

Application Emc Vnxe 2.0 sp2 All All

Application Emc Vnxe 2.0 sp3 All All

Application Emc Vnxe mr1 sp1 All All

Application Emc Vnxe mr1 sp2 All All

Application Emc Vnxe mr1 sp3 All All

Application Emc Vnxe mr1 sp3.1 All All

Application Emc Vnxe mr2 sp0.1 All All

References

Reference Source Link

EMC Celerra/VNX/VNXe Access Control Bug Lets Remote Authenticated Users Access Files/Directories - SecurityTracker SECTRACK www.securitytracker.com

20120711 ESA-2012-027: EMC Celerra/VNX/VNXe Improper Access Control Vulnerability BUGTRAQ archives.neohapsis.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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