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Summary

CVE CVE-2012-2285

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-29 22:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description EMC Cloud Tiering Appliance (aka CTA, formerly FMA) 9.0 and earlier, and Cloud Tiering Appliance Virtual Edition (CTA/VE) 9.0 and earlier, allows remote attackers to obtain GUI administrative access by sending a crafted file during the authentication phase.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Emc Cloud Tiering Appliance All All All All

Application Emc Cloud Tiering Appliance Virtual Edition All All All All

References

Reference Source

Security Advisory SA50393 - EMC Cloud Tiering Appliance Authentication Bypass Vulnerability - Secunia SECUNIA

20120828 ESA-2012-034: EMC Cloud Tiering Appliance (CTA) Authentication Bypass Vulnerability BUGTRAQ

85050 OSVDB

IBM X-Force Exchange XF

EMC Cloud Tiering Appliance Flaw Lets Remote Users Bypass Authentication and Gain Administrative Access - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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