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CVE CVE-2012-2288
State PUBLIC
Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2012-09-04 11:04:00 UTC
Updated 2013-03-06 04:59:00 UTC

Description Format string vulnerability in the nsrd RPC service in EMC NetWorker 7.6.3 and 7.6.4 before 7.6.4.1, and 8.0 before 8.0.0.1
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Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Emc Networker 7.6.3 All All All
Application Emc Networker 7.6.4 All All All
Application Emc Networker 8.0 All All All
Application Emc Networker 7.6.3 All All All
Application Emc Networker 7.6.4 All All All
Application Emc Networker 8.0 All All All
References |
Reference Source Link
EMC NetWorker 'nsrd' RPC Service Format String Vulnerability BID www.security
20120830 ESA-2012-038: EMC NetWorker Format String Vulnerability BUGTRAQ  archives.neol

EMC NetWorker NSRD RPC Format String Flaw Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK  www.security
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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