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/

CVE-2012-2300

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2012-08-14 22:55:00 UTC

2012-08-15 18:47:00 UTC

Multiple cross-site scripting (XSS) vulnerabilities in the Ubercart module 6.x-2.x before 6.x-2.8 and 7.x-3.x before 7.x-3.1 foi

Risk And Classification

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor
Drupal
Drupal
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart

Ubercart

Product
Drupal

Drupal

Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart
Ubercart

Ubercart

Version

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

Update
All

All

All
betat
beta2
beta3
beta4
betab

beta6

rci
rc2
rc3
rc4
rcd
rcé

rc7

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2012-2300/mitre
https://cve.report/CVE-2012-2300/nist
https://cve.report/CVE-2012-2300/cve_org
https://cve.report/CVE-2012-2300.pdf
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

6.x-2.1

6.x-2.2

6.x-2.3

6.x-2.4

6.x-2.6

6.x-2.7

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.0

6.x-2.1

All

All

All

All

All

All

All
alphat
alpha2
alpha3
betal
beta2
beta3
beta4
dev
rci
rc2
rc3
rc4
All
betat
beta?2
beta3
beta4
betab
beta6
dev
rcl
rc2
rc3
rc4
rcd
rcé
rc7

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart
http://cve.report/vendor/ubercart
http://cve.report/software/ubercart/ubercart

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

Ubercart

6.x-2.2

6.x-2.3

6.x-2.4

6.x-2.6

6.x-2.7

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

7.x-3.0

All

All

All

All

All

All
alphat
alpha2
alpha3
betal
beta2
beta3
beta4
dev
rci

rc2

rc3

rc4

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

Log in | Drupal.org

Log in | Drupal.org

CVE Program record

NVD vulnerability detail

1

ubercart 6.x-2.8 | drupal.org

ubercart 7.x-3.1 | drupal.org

Drupal Ubercart Module Multiple Security Vulnerabilities

oss-security - CVE Request for Drupal contributed modules

oss-security - Re: CVE Request for Drupal contributed modules

SA-CONTRIB-2012-064 - Ubercart - Multiple vulnerabilities | drupal.org

Security Advisory SA48935 - Drupal Ubercart Module Script Insertion and Code Injection Vulnerabilities - Secunia

No vendor comments have been submitted for this CVE.

There are currentlv no leaacv QID mabbinas associated with this CVE.

Source
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MLIST

CONFIRM

SECUNIA
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CONFIRM
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CVE.ORG
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