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CVE CVE-2012-2311
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-11 10:15:48 UTC
Updated 2026-04-29 01:13:23 UTC

Description sapi/cgi/cgi_main.c in PHP before 5.3.13 and 5.4.x before 5.4.3, when configured as a CGl script (aka php-cgi), does not pi

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-89 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 5.4.2 All All All


https://cve.report/
https://cve.report/CVE-2012-2311/mitre
https://cve.report/CVE-2012-2311/nist
https://cve.report/CVE-2012-2311/cve_org
https://cve.report/api/cve/CVE-2012-2311.json
https://cve.report/CVE-2012-2311.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php
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Application Fhp FPhp 5.3.2 All All All
Application Php Php 5.3.3 All All All
Application Php Php 5.3.4 All All All
Application Php Php 5.3.5 All All All
Application Php Php 5.3.6 All All All
Application Php Php 5.3.7 All All All
Application Php Php 5.3.8 All All All
Application Php Php 5.3.9 All All All
Application Php Php 5.4.0 All All All
Application Php Php 5.4.0 beta2 All All
Application Php Php 5.4.1 All All All
Application Php Php All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference ¢
PHP :: Bug #61910 :: Patches e
About Secunia Research | Flexera :
Security Alerts - Secunia :
DE EINDBAZEN » Eindbazen PHP-CGI advisory (CVE-2012-1823) ¢
PHP: News Archive - 2012 €
Debian -- Security Information -- DSA-2465-1 php5 :
PHP :: Sec Bug #61910 :: VU#520827 - PHP-CGI query string parameter vulnerability :
[security-announce] openSUSE-SU-2012:0590-1: critical: update for php5 :
About the security content of OS X Mountain Lion v10.8.2, OS X Lion v10.7.5 and Security Update 2012-004 :
[security-announce] SUSE-SU-2012:0604-1: critical: Security update for P :
"[security bulletin] HPSBUX02791 SSRT100856 rev.1 - HP-UX Apache Web Server running PHP, Remote Execu' - MARC :
PHP Command Parameter Bug Lets Remote Users Obtain Potentially Sensitive Information and Execute Arbitrary Code - SecurityTracker ¢
[security-announce] SUSE-SU-2012:0598-1: critical: Security update for P :
Vulnerability Note VU#520827 - PHP-CGI query string parameter vulnerability :
h20564.www2.hp.com/portal/site/hpsc/public/kb/docDisplay e
PHP: PHP 5 Changelog :
APPLE-SA-2012-09-19-2 OS X Mountain Lion v10.8.2, OS X Lion v10.7.5 and Security Update 2012-004 :
PVIE Dranram ranard ‘
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https://bugs.php.net/patch-display.php?bug_id=61910&patch=cgi.diff-fix-check.patch&revision=1336093719&display=1
http://secunia.com/advisories/49085
http://secunia.com/advisories/49014
http://eindbazen.net/2012/05/php-cgi-advisory-cve-2012-1823/
http://www.php.net/archive/2012.php#id2012-05-08-1
http://www.debian.org/security/2012/dsa-2465
https://bugs.php.net/bug.php?id=61910
http://lists.opensuse.org/opensuse-security-announce/2012-05/msg00002.html
http://support.apple.com/kb/HT5501
http://lists.opensuse.org/opensuse-security-announce/2012-05/msg00011.html
http://marc.info/?l=bugtraq&m=134012830914727&w=2
http://www.securitytracker.com/id?1027022
http://lists.opensuse.org/opensuse-security-announce/2012-05/msg00007.html
http://www.kb.cert.org/vuls/id/520827
https://h20564.www2.hp.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c03839862
http://www.php.net/ChangeLog-5.php#5.4.3
http://lists.apple.com/archives/security-announce/2012/Sep/msg00004.html
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NVD vulnerability detail )
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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