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The rio_ioctl function in drivers/net/ethernet/dlink/dI2k.c in the Linux kernel before 3.3.7 does not restrict access to the SIOC
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Linux Linux Kernel 3.3 All All All
Linux Linux Kernel 3.3 rcl All All
Linux Linux Kernel 3.3 rc2 All All
Linux Linux Kernel 3.3 rc3 All All
Linux Linux Kernel 3.3 rc4 All All
Linux Linux Kernel 3.3 rcs All All
Linux Linux Kernel 3.3 rcé All All
Linux Linux Kernel 3.3 rc7 All All
Linux Linux Kernel 3.3.1 All All All
Linux Linux Kernel 3.3.2 All All All
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Linux Linux Kernel 3.3.4 All All All
Linux Linux Kernel 3.3.5 All All All
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Linux Linux Kernel 3.3 rc2 All All
Linux Linux Kernel 3.3 rc3 All All
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[security-announce] SUSE-SU-2015:0812-1: important: Security update for

kernel/git/torvalds/linux.git - Linux kernel source tree

818820 — (CVE-2012-2313) CVE-2012-2313 kernel: unfiltered netdev rio_ioctl access by users

Linux Kernel di2k Network Driver IOCTL Handling Local Denial of Service Vulnerability

'[security bulletin] HPSBGN02970 rev.1 - HP Rapid Deployment Pack (RDP) or HP Insight Control Server ' - MARC
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oss-security - Re: CVE Request: more tight ioctl permissions in di2k driver
www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.3.7

Red Hat Customer Portal

di2k: Clean up rio_ioctl - torvalds/linux@1bb57e9 - GitHub

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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