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Summary

CVE CVE-2012-2315

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-09 21:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description admin/Auth in OpenKM 5.1.7 and other versions before 5.1.8-2 does not properly enforce privileges for changing user roles, which allows remote authenticated users to assign administrator privileges to arbitrary users via the userEdit action.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openkm Openkm 5.1.8 All All All

Application Openkm Openkm 5.1.8 All All All

Application Openkm Openkm All All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

78105 OSVDB osvdb.org

20120104 Re: OpenKM 5.1.7 Privilege Escalation BUGTRAQ archives.neohapsis.com

oss-security - Re: CVE-request: OpenKM 5.1.7 Privilege Escalation / OS Command Execution (XSRF based) MLIST www.openwall.com

Security Advisory SA47424 - OpenKM User Permission Security Bypass Vulnerability - Secunia SECUNIA secunia.com

oss-security - Re: CVE-request: OpenKM 5.1.7 Privilege Escalation / OS Command Execution (XSRF based) MLIST www.openwall.com

oss-security - Re: CVE-request: OpenKM 5.1.7 Privilege Escalation / OS Command Execution (XSRF based) MLIST www.openwall.com

20120103 OpenKM 5.1.7 Privilege Escalation BUGTRAQ archives.neohapsis.com

oss-security - Re: CVE-request: OpenKM 5.1.7 Privilege Escalation / OS Command Execution (XSRF based) MLIST www.openwall.com

OpenKM Authentication Bypass Vulnerability BID www.securityfocus.com

oss-security - CVE-request: OpenKM 5.1.7 Privilege Escalation / OS Command Execution (XSRF based) MLIST www.openwall.com

https://cve.report/
https://cve.report/CVE-2012-2315/mitre
https://cve.report/CVE-2012-2315/nist
https://cve.report/CVE-2012-2315/cve_org
https://cve.report/api/cve/CVE-2012-2315.json
https://cve.report/CVE-2012-2315.pdf
http://cve.report/vendor/openkm
http://cve.report/software/openkm/openkm
http://cve.report/vendor/openkm
http://cve.report/software/openkm/openkm
http://cve.report/vendor/openkm
http://cve.report/software/openkm/openkm
https://exchange.xforce.ibmcloud.com/vulnerabilities/72112
http://osvdb.org/78105
http://archives.neohapsis.com/archives/bugtraq/2012-01/0021.html
http://www.openwall.com/lists/oss-security/2012/05/04/13
http://secunia.com/advisories/47424
http://www.openwall.com/lists/oss-security/2012/04/27/6
http://www.openwall.com/lists/oss-security/2012/03/23/8
http://archives.neohapsis.com/archives/bugtraq/2012-01/0007.html
http://www.openwall.com/lists/oss-security/2012/05/04/2
http://www.securityfocus.com/bid/51250
http://www.openwall.com/lists/oss-security/2012/03/23/6


CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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