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Summary

CVE CVE-2012-2319

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-17 11:00:00 UTC

Updated 2023-02-13 00:24:00 UTC

Description Multiple buffer overflows in the hfsplus filesystem implementation in the Linux kernel before 3.3.5 allow local users to gain privileges via a crafted HFS plus filesystem, a related issue to CVE-2009-4020.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source

Red Hat Customer Portal REDHAT

[security-announce] SUSE-SU-2015:0812-1: important: Security update for SUSE

hfsplus: Fix potential buffer overflows · torvalds/linux@6f24f89 · GitHub CONFIRM

www.kernel.org/pub/linux/kernel/v3.x/ChangeLog-3.3.5 CONFIRM

819471 – (CVE-2012-2319) CVE-2012-2319 kernel: Buffer overflow in the HFS plus filesystem (different issue than CVE-2009-4020) CONFIRM

About Secunia Research | Flexera SECUNIA

Red Hat Customer Portal MISC

Red Hat Customer Portal MISC

Red Hat Customer Portal REDHAT

oss-security - Re: CVE request: Linux kernel: Buffer overflow in HFS plus filesystem MLIST

access.redhat.com | CVE-2012-2319 MISC

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM

kernel/git/torvalds/linux.git - Linux kernel source tree MISC
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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