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/

CVE-2012-2333

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2012-05-14 22:55:00 UTC

2018-01-05 02:29:00 UTC

Integer underflow in OpenSSL before 0.9.8x, 1.0.0 before 1.0.0j, and 1.0.1 before 1.0.1c, when TLS 1.1, TLS 1.2, or DTLS

Risk And Classification

1|

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)
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Applcaton Heanat upenssi U.Y.7a-2 All All All
Application Redhat Openssl 0.9.6-15 All All All
Application Redhat Openssl 0.9.6b-3 All All All
Application Redhat Openssl 0.9.7a-2 All All All
Reference

Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] SUSE-SU-2012:0678-1: important: Security update for

[SECURITY] Fedora 18 Update: mingw-openssl|-1.0.1c-1.fc18

[SECURITY] Fedora 17 Update: openssl-1.0.0j-1.fc17

www.mandriva.com

www.openssl.org/news/secadv_20120510.txt

"[security bulletin] HPSBUX02814 SSRT100930 rev.1 - HP-UX Running OpenSSL, Remote Denial of Service (' - MARC
cvs.openssl.org/chngview

CERT-FI - CERT-FI Advisory on OpenSSL

Red Hat Customer Portal

Security Alerts - Secunia

Security Advisory SA50768 - HP-UX update for OpenSSL - Secunia

[security-announce] SUSE-SU-2012:0679-1: important: Security update for

APPLE-SA-2013-06-04-1 OS X Mountain Lion v10.8.4 and Security Update 2013-002

Red Hat Customer Portal

Security Alerts - Secunia

"[security bulletin] HPSBOV02852 SSRT101108 rev.1 - HP SSL for OpenVMS, Remote Denial of Service (DoS' - MARC
Security Advisory SA51312 - IBM Tivoli Management Framework OpenSSL Denial of Service Vulnerability - Secunia
cvs.openssl.org/chngview

Security Alerts - Secunia

About the security content of OS X Mountain Lion v10.8.4 and Security Update 2013-002

IBM X-Force Exchange

OpenSSL DTLS CVE-2012-2333 Remote Denial of Service Vulnerability

Debian -- Security Information -- DSA-2475-1 openssl

Vulnerability Note VU#737740 - Fiery Network Controllers for Xerox DocuColor 242/252/260 Printer/Copier use a vulnerable version of Open&
OpenSSL Invalid TLS/DTLS Record Processing Lets Remote Users Deny Service - Security Tracker

Bug 820686 — CVE-2012-2333 openssl: record length handling integer underflow

CVE Program record
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http://cve.report/vendor/redhat
http://cve.report/software/redhat/openssl
http://rhn.redhat.com/errata/RHSA-2012-1306.html
http://rhn.redhat.com/errata/RHSA-2012-1308.html
http://lists.opensuse.org/opensuse-security-announce/2012-05/msg00019.html
http://lists.fedoraproject.org/pipermail/package-announce/2012-November/092905.html
http://lists.fedoraproject.org/pipermail/package-announce/2012-May/081460.html
http://www.mandriva.com/security/advisories?name=MDVSA-2012:073
http://www.openssl.org/news/secadv_20120510.txt
http://marc.info/?l=bugtraq&m=134919053717161&w=2
http://cvs.openssl.org/chngview?cn=22547
http://www.cert.fi/en/reports/2012/vulnerability641549.html
http://rhn.redhat.com/errata/RHSA-2012-0699.html
http://secunia.com/advisories/49324
http://secunia.com/advisories/50768
http://lists.opensuse.org/opensuse-security-announce/2012-05/msg00020.html
http://lists.apple.com/archives/security-announce/2013/Jun/msg00000.html
http://rhn.redhat.com/errata/RHSA-2012-1307.html
http://secunia.com/advisories/49116
http://marc.info/?l=bugtraq&m=136432043316835&w=2
http://secunia.com/advisories/51312
http://cvs.openssl.org/chngview?cn=22538
http://secunia.com/advisories/49208
http://support.apple.com/kb/HT5784
https://exchange.xforce.ibmcloud.com/vulnerabilities/75525
http://www.securityfocus.com/bid/53476
http://www.debian.org/security/2012/dsa-2475
http://www.kb.cert.org/vuls/id/737740
http://www.securitytracker.com/id?1027057
https://bugzilla.redhat.com/show_bug.cgi?id=820686
https://www.cve.org/CVERecord?id=CVE-2012-2333

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

390226 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2021-
0011)

390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)

591350 General Electric D20MX Open Secure Sockets Layer (OpenSSL) Multiple Vulnerabilities (PRSN-0006)
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