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AVNACUAUNGINAR Certain versions of Php from Php contain the following vulnerability:

sapi/cgi/cgi_main.c in PHP before 5.3.13 and 5.4.x before 5.4.3, when
configured as a CGl script (aka php-cgi), does not properly handle
query strings that lack an = (equals sign) character, which allows
remote attackers to cause a denial of service (resource consumption)
by placing command-line options in the query string, related to lack of
skipping a certain php_getopt for the 'T' case. NOTE: this vulnerability
exists because of an incomplete fix for CVE-2012-1823.

CVE-2012-2336 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: (SEMEDIN] |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
© HP SSRT100962
Red Hat Customer Portal - Access to 24x7 support and & MISC access.redhat.com/errata/RHSA-2012:1045
knowledge
PHP: News Archive - 2012 CONFIRM www.php.net/archive/2012.php#id2012-
et 05-08-1
PHP: PHP 5 Changelog [ www.php.net | CONFIRM www.php.net/ChangelLog-5.php#5.4.3
Red Hat Customer Portal & MISC access.redhat.com/errata/RHSA-2012:1047
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http://cve.report/vendor/php
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https://access.redhat.com/errata/RHSA-2012:1045
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http://www.php.net/ChangeLog-5.php#5.4.3
https://access.redhat.com/errata/RHSA-2012:1047

'

CVE-2012-2336 - Red Hat Customer Portal & MISC access.redhat.com/security/cve/CVE-2012-
2336

820708 — (CVE-2012-2336) CVE-2012-2336 php: ® MISC bugzilla.redhat.com/show_bug.cgi?id=820708

incomplete CVE-2012-1823 fix - missing filtering of -T and

-h

Red Hat Customer Portal & MISC access.redhat.com/errata/RHSA-2012:1046

[security-announce] SUSE-SU-2012:0840-1: important: 9 SUSE SUSE-SU-2012:0840

Security update for

Security Alerts - Secunia { SECUNIA 49014

PHP :: Sec Bug #61910 :: VU#520827 - PHP-CGI query CONFIRM bugs.php.net/bug.php?id=61910

string parameter vulnerability

PHP :: Bug #61910 :: Patches CONFIRM bugs.php.net/patch-display.php?
bug_id=61910&patch=CVE-2012-

1823.patch&revision=1336251592&display=1
[security-announce] SUSE-SU-2012:0721-1: important: 9 SUSE SUSE-SU-2012:0721
Security update for

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 1.0 All All All
Application Php Php 2.0 All All All
Application Php Php 2.0b10 All All All
Application Php Php 3.0 All All All
Application Php Php 3.0.1 All All All
Application Php Php 3.0.10 All All All
Application Php Php 3.0.11 All All All
Application Php Php 3.0.12 All All All
Application Php Php 3.0.13 All All All
Application Php Php 3.0.14 All All All
Application Php Php 3.0.15 All All All

Application Php Php 3.0.16 Al Al Al
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cpe:2.3:a:php:php:1.0: %"
cpe:2.3:a:php:php:2.0:*:****: "
cpe:2.3:a:php:php:3.0:*: "
cpe:2.3:a:php:php:3.0.1:

cpe:2.3:a:php:php:3.0.10: "

Sk Lk k Lk akakak.

cpe:2.3:a:php:php:3.0.11

cpe:2.3:a:php:php:3.0.2:* "

cpe:2.3:a:php:php:3.0.3:*: """

cpe:2.3:a:php:php:3.0.4: %" "

cpe:2.3:a:php:php:3.0.5: %" "™

Php
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cpe:2.3:a:php:php:3.0.6: %" "

cpe:2.3:a:php:php:3.0.7: %" "

cpe:2.3:a:php:php:3.0.8: """

cpe:2.3:a:php:php:3.0.9: " %"

akLk LKLk Lk k.

cpe:2.3:a:php:php:4.0:beta2:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:php:php:4.0:beta3:*:*:*:*:*:*:

akk Lk kKK,

cpe:2.3:a:php:php:4.0:betad:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0.0:* % "

cpe:2.3:a:php:php:4.0.1:* % "

cpe:2.3:a:php:php:4.0.2:%* "

cpe:2.3:a:php:php:4.0.3:* " "™

cpe:2.3:a:php:php:4.0.4:

cpe:2.3:a:php:php:4.0.5: "

cpe:2.3:a:php:php:4.0.6:™ "

cpe:2.3:a:php:php:4.0.7:

cpe:2.3:a:php:php:4.1.0:"

cpe:2.3:a:php:php:4.1.1

cpe:2.3:a:php:php:4.1.2:%

cpe:2.3:a:php:php:4.2.0:* "

cpe:2.3:a:php:php:4.2.1

cpe:2.3:a:php:php:4.2.2:*

cpe:2.3:a:php:php:4.2.3:*

cpe:2.3:a:php:php:4.3.0:*

cpe:2.3:a:php:php:4.3.1:

cnea'? 3'a'nhn'nhnt4 3 D% %% x-x %,



B T T L

cpe:2.3:a:php:php:4.3.3: %" %"

cpe:2.3:a:php:php:4.3.4: %"= "

cpe:2.3:a:php:php:4.3.5: %" %"

cpe:2.3:a:php:php:4.3.6:" %" %"

cpe:2.3:a:php:php:4.3.7: %"= "

cpe:2.3:a:php:php:4.3.8:**: "

cpe:2.3:a:php:php:4.3.9:* % "

cpe:2.3:a:php:php:4.4.0:* % "

cpe:2.3:a:php:php:4.4.1 % =

cpe:2.3:a:php:php:4.4.2:%** "

cpe:2.3:a:php:php:4.4.3:** "

cpe:2.3:a:php:php:4.4.4:** x>

cpe:2.3:a:php:php:4.4.5:

cpe:2.3:a:php:php:4.4.6:* """

cpe:2.3:a:php:php:4.4.7: %

cpe:2.3:a:php:php:4.4.8:* "

cpe:2.3:a:php:php:4.4.9: ™

cpe:2.3:a:php:php:5.0.0:* %

Skk ok ak ok ak,

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

Skk ok ak ok uk,

cpe:2.3:a:php:php:5.0.0:betad:*:*:**:*:*:

Skk ok akkak,

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.0.1 "

cpe:2.3:a:php:php:5.0.2: %" "

cpe:2.3:a:php:php:5.0.3: %" "™



cpe:2.3:a:php:php:5.0.4: %" "

cpe:2.3:a:php:php:5.0.5: %" %"

cpe:2.3:a:php:php:5.1.0: %" "

cpe:2.3:a:php:php:5.1.1: %

cpe:2.3:a:php:php:5.1.2: """

cpe:2.3:a:php:php:5.1.3: """

cpe:2.3:a:php:php:5.1.4: % "

cpe:2.3:a:php:php:5.1.5:* % "

cpe:2.3:a:php:php:5.1.6:**: "

cpe:2.3:a:php:php:5.2.0:* % "

cpe:2.3:a:php:php:5.2.1 %% "

dkkakkakakuk.

cpe:2.3:a:php:php:5.2.10: " ™

dk Rk Lk akakuk.

cpe:2.3:a:php:php:5.2.11 %

dk Lk k kR akak.

cpe:2.3:a:php:php:5.2.13: " "

dkakk kR akak.

cpe:2.3:a:php:php:5.2. 14

dk Lk ak kR akak.

cpe:2.3:a:php:php:5.2.15:

Lk Lk k kR ukak.

cpe:2.3:a:php:php:5.2.16: "

LRk kR Lk ukak.

cpe:2.3:a:php:php:5.2.1 7

cpe:2.3:a:php:php:5.2.2:* "

cpe:2.3:a:php:php:5.2.3:** "™

cpe:2.3:a:php:php:5.2.4:*

cpe:2.3:a:php:php:5.2.5:*

cpe:2.3:a:php:php:5.2.6:* """

cpe:2.3:a:php:php:5.2. 7% "

cpe:2.3:a:php:php:5.2.8:** """

cpe:2.3:a:php:php:5.2.9: %" "™

cpe:2.3:a:php:php:5.3.0: %" "™

B o T A E N U



cpez.sia:pnp:pnp:o.g. it

cpe:2.3:a:php:php:5.3.2: " %"

cpe:2.3:a:php:php:5.3.3: """

cpe:2.3:a:php:php:5.3.4: %" "

cpe:2.3:a:php:php:5.3.5: %"

cpe:2.3:a:php:php:5.3.6:**: """

cpe:2.3:a:php:php:5.3.7:* % "

cpe:2.3:a:php:php:5.3.8:* "

cpe:2.3:a:php:php:5.3.9:* % "

cpe:2.3:a:php:php:5.4.0:* % "

cpe:2.3:a:php:php:5.4.1

cpe:2.3:a:php:php:5.4.2:* % "

cpe:2.3:a:php:php:1.0:* " "

AkLakak kR Rk,

cpe:2.3:a:php:php:2.0:*" "

KKk ok akuk k.

cpe:2.3:a:php:php:3.0:*:* "

cpe:2.3:a:php:php:3.0.1:*

dk Kk kR akak.

cpe:2.3:a:php:php:3.0.13:* o

Wk Rk kR akak.

cpe:2.3:a:php:php:3.0.14:

sk Lk ak kR akak.

cpe:2.3:a:php:php:3.0.15:* %

sk Rk kR akak.

cpe:2.3:a:php:php:3.0.16:* """ ™

dkakak ok akakak.

cpe:2.3:a:php:php:3.0.17:% " " ™



cpe:2.3:a:php:php:3.0.2: %" "

cpe:2.3:a:php:php:3.0.3: """

cpe:2.3:a:php:php:3.0.4: %" "

cpe:2.3:a:php:php:3.0.5: %" %"

cpe:2.3:a:php:php:3.0.6:" %" "

cpe:2.3:a:php:php:3.0.7: %" "

cpe:2.3:a:php:php:3.0.8: % "

cpe:2.3:a:php:php:3.0.9:* % "

cpe:2.3:a:php:php:4.0.0:*

cpe:2.3:a:php:php:4.0.1:

cpe:2.3:a:php:php:4.0.2:* "

cpe:2.3:a:php:php:4.0.3: % "

cpe:2.3:a:php:php:4.0.4:*

cpe:2.3:a:php:php:4.0.5:"

cpe:2.3:a:php:php:4.0.6:*:* "

cpe:2.3:a:php:php:4.0.7:*

cpe:2.3:a:php:php:4.1.0:"

cpe:2.3:a:php:php:4.1.1

cpe:2.3:a:php:php:4.1.2:%

cpe:2.3:a:php:php:4.2.0:* "

cpe:2.3:a:php:php:4.2.1 %

cpe:2.3:a:php:php:4.2.2: %" "

cpe:2.3:a:php:php:4.2.3: %" "



cpe:2.3:a:php:php:4.3.0: %" "

cpe:2.3:a:php:php:4.3.1: %"

cpe:2.3:a:php:php:4.3.2: %" "

cpe:2.3:a:php:php:4.3.3: " %"

cpe:2.3:a:php:php:4.3.4:* % "

cpe:2.3:a:php:php:4.3.5: % "

cpe:2.3:a:php:php:4.3.6:**: "

cpe:2.3:a:php:php:4.3.7:* % "

cpe:2.3:a:php:php:4.3.8:** "

cpe:2.3:a:php:php:4.3.9:* "

cpe:2.3:a:php:php:4.4.0:*** "

cpe:2.3:a:php:php:4.4. 1

cpe:2.3:a:php:php:4.4.2:* % "

cpe:2.3:a:php:php:4.4.3:

cpe:2.3:a:php:php:4.4.4: =

cpe:2.3:a:php:php:4.4.5: "

cpe:2.3:a:php:php:4.4.6:*:

cpe:2.3:a:php:php:4.4.7:*

cpe:2.3:a:php:php:4.4.8:*:*

cpe:2.3:a:php:php:4.4.9:*

cpe:2.3:a:php:php:5.0.0:*:

Sk ok ak ok k k.

cpe:2.3:a:php:php:5.0.0:betat:*:*:**:*:*:

dkak ok ak ok ak,

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

Skak ok ak Lk uk,

cpe:2.3:a:php:php:5.0.0:betad:*:*:**:*:*:

Skakakakakak,

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:



cpe:2.3:a:php:php:5.0.1 %"

cpe:2.3:a:php:php:5.0.2: %" %"

cpe:2.3:a:php:php:5.0.3: %" "

cpe:2.3:a:php:php:5.0.4: %" ="

cpe:2.3:a:php:php:5.0.5: %" "

cpe:2.3:a:php:php:5.1.0:* % "

cpe:2.3:a:php:php:5.1.1: "

cpe:2.3:a:php:php:5.1.2:* % "

cpe:2.3:a:php:php:5.1.3:* "

cpe:2.3:a:php:php:5.1.4:* % "

cpe:2.3:a:php:php:5.1.5:% %

cpe:2.3:a:php:php:5.1.6:" "™

cpe:2.3:a:php:php:5.2.0:* "™

cpe:2.3:a:php:php:5.2.1:

dk Lk ak kR akak.

cpe:2.3:a:php:php:5.2.10: "

dk Lk ak kR akak.

cpe:2.3:a:php:php:5.2.11

LRk kR ok akak.

cpe:2.3:a:php:php:5.2.13:* "

LRk kR ok ukak.

cpe:2.3:a:php:php:5.2.14:

dkuk kR ok akak.

cpe:2.3:a:php:php:5.2.15:

dkak kR kR k.

cpe:2.3:a:php:php:5.2.16:* "
cpe:2.3:a:php:php:5.2.1 7 0
cpe:2.3:a:php:php:5.2.2:**
cpe:2.3:a:php:php:5.2.3:** "
cpe:2.3:a:php:php:5.2.4:**

cpe:2.3:a:php:php:5.2.5: %" %"

cpe:2.3:a:php:php:5.2.6: %" "™



cpe:2.3:a:php:php:5.2.7: %" ="
cpe:2.3:a:php:php:5.2.8: %" "*:
cpe:2.3:a:php:php:5.2.9: %" "
cpe:2.3:a:php:php:5.3.0:* % "

cpe:2.3:a:php:php:5.3.1: " "™

cpe:2.3:a:php:php:5.3.2:** "
cpe:2.3:a:php:php:5.3.3:* "
cpe:2.3:a:php:php:5.3.4:* % "
cpe:2.3:a:php:php:5.3.5:* % "
cpe:2.3:a:php:php:5.3.6:** "
cpe:2.3:a:php:php:5.3.7:* %
cpe:2.3:a:php:php:5.3.8:* "™
cpe:2.3:a:php:php:5.3.9: "™
cpe:2.3:a:php:php:5.4.0:
cpe:2.3:a:php:php:5.4.0:beta2:*:*:*:*:*:*:
cpe:2.3:a:php:php:5.4. 1
cpe:2.3:a:php:php:5.4.2:*

LRk ak kR kR k.

cpe:2.3:a:php:php:*:

No vendor comments have been submitted for this CVE
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