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CVE CVE-2012-2337
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-18 18:55:00 UTC
Updated 2018-01-05 02:29:00 UTC
Description sudo 1.6.x and 1.7.x before 1.7.9p1, and 1.8.x before 1.8.4p5, does not properly support configurations that use a netmask
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Todd Miller Sudo 1.6 All All All
Application Todd Miller Sudo 1.6.1 All All All
Application Todd Miller Sudo 1.6.2 All All All
Application Todd Miller Sudo 1.6.2p3 All All All
Application Todd Miller Sudo 1.6.3 All All All
Application Todd Miller Sudo 1.6.3_p7 All All All
Application Todd Miller Sudo 1.6.4 All All All
Application Todd Miller Sudo 1.6.4p2 All All All
Application Todd Miller Sudo 1.6.5 All All All
Application Todd Miller Sudo 1.6.6 All All All
Application Todd Miller Sudo 1.6.7 All All All
Application Todd Miller Sudo 1.6.7p5 All All All
Application Todd Miller Sudo 1.6.8 All All All
Application Todd Miller Sudo 1.6.8p12 All All All
Application Todd Miller Sudo 1.6.9 All All All
Application Todd Miller Sudo 1.6.9p20 All All All
Application Todd Miller Sudo 1.6.9p21 All All All
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Support / Security / Advisories // MDVSA-2012:079 | Mandriva

Debian -- Security Information -- DSA-2478-1 sudo

[SECURITY] Fedora 17 Update: sudo-1.8.3p1-7.fc17

Security Advisory SA49948 - Red Hat update for sudo - Secunia

IP addresses in sudoers with netmask may match additional hosts

Sudo Netmask Error Lets Remote Authenticated Users Bypass Host Access Controls - Security Tracker

Bug 820677 — CVE-2012-2337 sudo: Multiple netmask values used in Host / Host_List configuration cause any host to be allowed access
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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