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CVE-2012-2365

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUSCNIPAN Certain versions of Moodle from Moodle contain the following
: vulnerability:

Cross-site scripting (XSS) vulnerability in Moodle 2.0.x before 2.0.9,
2.1.x before 2.1.6, and 2.2.x before 2.2.3 allows remote authenticated
users to inject arbitrary web script or HTML via the idnumber field to
cohort/edit.php.

CVE-2012-2365 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: [3555LOW

Access Access Authentication
Vector Complexity

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
(@ OSVDB 82072
Moodle.org: MSA-12-0036: Cross-site scripting @ CONFIRM moodle.org/mod/forum/discuss.php?
vulnerability in category identifier d=203055
Official Moodle git projects - moodle.git/search 7y CONFIRM git.moodle.org/gw?
p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-
31691
oss-security - Moodle security notifications public ¢ > MLIST [oss-security] 20120523 Moodle security
notifications public
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are mare annranriate far voir niirnnse CVFrenart dnes not necessarilv endnrse the views exnressed ar eonciir with the facts nresented on these sites Further


https://cve.report/
https://cve.report/CVE-2012-2365/mitre
https://cve.report/CVE-2012-2365/nist
https://cve.report/CVE-2012-2365/cve_org
https://cve.report/CVE-2012-2365.pdf
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://osvdb.org/82072
https://moodle.org/mod/forum/discuss.php?d=203055
http://git.moodle.org/gw?p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-31691
http://openwall.com/lists/oss-security/2012/05/23/2
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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