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Summary

CVE CVE-2012-2372

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-01-22 23:55:00 UTC

Updated 2023-02-13 00:24:00 UTC

Description The rds_ib_xmit function in net/rds/ib_send.c in the Reliable Datagram Sockets (RDS) protocol implementation in the Linux kernel 3.7.4 and earlier allows local users to cause a denial of service (BUG_ON and kernel panic) by establishing an RDS connection with the source IP address equal to the IPoIB interface's own IP address, as demonstrated by rds-ping.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 3.7 All All All

Operating System Linux Linux Kernel 3.7.1 All All All

Operating System Linux Linux Kernel 3.7.2 All All All

Operating System Linux Linux Kernel 3.7.3 All All All

Operating System Linux Linux Kernel 3.7 All All All

Operating System Linux Linux Kernel 3.7.1 All All All

Operating System Linux Linux Kernel 3.7.2 All All All

Operating System Linux Linux Kernel 3.7.3 All All All

Operating System Linux Linux Kernel All All All All
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USN-1556-1: Linux kernel (EC2) vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
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USN-1555-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

SUSE-SU-2012:1679-1 SUSE www.suse.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Linux Kernel Reliable Datagram Sockets (RDS) CVE-2012-2372 Local Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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