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CVE CVE-2012-2374
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-23 20:55:00 UTC
Updated 2012-09-05 03:23:00 UTC
Description CRLF injection vulnerability in the tornado.web.RequestHandler.set_header function in Tornado before 2.2.1 allows remote
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Tornadoweb Tornado 1.0 All All All
Application Tornadoweb Tornado 1.0.1 All All All
Application Tornadoweb Tornado 1.1 All All All
Application Tornadoweb Tornado 1.1.1 All All All
Application Tornadoweb Tornado 1.2 All All All
Application Tornadoweb Tornado 1.2.1 All All All
Application Tornadoweb Tornado 2.0 All All All
Application Tornadoweb Tornado 21 All All All
Application Tornadoweb Tornado 211 All All All
Application Tornadoweb Tornado 1.0 All All All
Application Tornadoweb Tornado 1.0.1 All All All
Application Tornadoweb Tornado 1.1 All All All
Application Tornadoweb Tornado 1.1.1 All All All
Application Tornadoweb Tornado 1.2 All All All
Application Tornadoweb Tornado 1.2.1 All All All
Application Tornadoweb Tornado 2.0 All All All
Application Tornadoweb Tornado 21 All All All
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Application Tornadoweb Tornado 2.1.1 All All All

Application Tornadoweb Tornado All All All All
Reference

What’s new in Tornado 2.2.1 — Tornado 2.4.1 documentation

Tornado 'tornado.web.RequestHandler.set_header()' HTTP Response Splitting Vulnerability

Security Advisory SA49185 - Tornado HTTP Header Injection Vulnerability - Secunia

oss-security - Re: CVE Request -- Tornado (python-tornado): Tornado v2.2.1 tornado.web.RequestHandler.set_header() fix to prevent header
oss-security - CVE Request -- Tornado (python-tornado): Tornado v2.2.1 tornado.web.RequestHandler.set_header() fix to prevent header inje
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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