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AVNACLAUNCCICAC Certain versions of Windows from Microsoft contain the following
’ vulnerability:

Buffer overflow in the com_print_typeinfo function in PHP 5.4.3 and
earlier on Windows allows remote attackers to execute arbitrary code
via crafted arguments that trigger incorrect handling of COM object
VARIANT types, as exploited in the wild in May 2012.

CVE-2012-2376 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication

Vector Complexity

Low (one |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

ISC Diary | PHP 5.4 Exploit PoC in the wild MISC isc.sans.edu/diary.html?
storyid=13255

PHP Windows com_print_typeinfo() Buffer Overflow Lets (%) SECTRACK 1027089

Local Users Gain Elevated Privileges - SecurityTracker

IBM X-Force Exchange € XF php-comprinttypeinfo-function-
dos(75778)

Bug 823464 — CVE-2012-2376 php: Buffer overflow in (Z) CONFIRM

com_print_typeinfo() by parsing certain variant types bugzilla.redhat.com/show_bug.cgi?id=823464

PHP 5.4 (5.4.3) Code Execution (Win32) W s EXPLOIT-DB 18861



https://cve.report/
https://cve.report/CVE-2012-2376/mitre
https://cve.report/CVE-2012-2376/nist
https://cve.report/CVE-2012-2376/cve_org
https://cve.report/CVE-2012-2376.pdf
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://isc.sans.edu/diary.html?storyid=13255
http://www.securitytracker.com/id?1027089
https://exchange.xforce.ibmcloud.com/vulnerabilities/75778
https://bugzilla.redhat.com/show_bug.cgi?id=823464
http://www.exploit-db.com/exploits/18861/

oss-security - Re: CVE Request: PHP 5.4.3 on Windows ¢ > MLIST [oss-security] 20120519 Re: CVE
com_print_typeinfo() Buffer Overflow (?) Request: PHP 5.4.3 on Windows
com_print_typeinfo() Buffer Overflow (?)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows All All All All
System

Operating Microsoft Windows All All All All
System

Application Php Php 1.0 All All All
Application Php Php 2.0 All All All
Application Php Php 2.0b10 All All All
Application Php Php 3.0 All All All
Application Php Php 3.0.1 All All All
Application Php Php 3.0.10 All All All
Application Php Php 3.0.11 All All All
Application Php Php 3.0.12 All All All
Application Php Php 3.0.13 All All All
Application Php Php 3.0.14 All All All
Application Php Php 3.0.15 All All All
Application Php Php 3.0.16 All All All
Application Php Php 3.0.17 All All All
Application Php Php 3.0.18 All All All
Application Php Php 3.0.2 All All All
Application Php Php 3.0.3 All All All
Application Php Php 3.0.4 All All All
Application Php Php 3.0.5 All All All
Application Php Php 3.0.6 All All All
Application Php Php 3.0.7 All All All
Application Php Php 3.0.8 All All All
Application Php Php 3.0.9 All All All

Annliratinn Phn Phn an hata1 All All
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4.41
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

cpe:2.3:0:microsoft:windows

cpe:2.3:0:microsoft:windows

Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
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Php
Php
Php
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Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php

Php

dkakLk kR LRk Lk,

dkakLk Lk akLk Kk,

cpe:2.3:a:php:php:1.0:* "

5.2.0

5.21

5.2.10

5.2.11

5.2.12

5.2.13

5.2.14

5.2.15

5.2.16

5.2.17

522
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KKk oKk kK,

cpe:2.3:a:php:php:3.0:*:* "

cpe:2.3:a:php:php:3.0.1 "

cpe:2.3:a:php:php:3.0.2: %" "
cpe:2.3:a:php:php:3.0.3:" %" "
cpe:2.3:a:php:php:3.0.4: %" "
cpe:2.3:a:php:php:3.0.5: % "
cpe:2.3:a:php:php:3.0.6:" %" %"
cpe:2.3:a:php:php:3.0.7: %"= "
cpe:2.3:a:php:php:3.0.8: %"
cpe:2.3:a:php:php:3.0.9: " %"
cpe:2.3:a:php:php:4.0:betat:*:*:*:*:*:*:

akk LKLk Lk Lk,

cpe:2.3:a:php:php:4.0:beta2:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:php:php:4.0:beta3:*:*:*:*:*:*:
cpe:2.3:a:php:php:4.0:betad:*:*:*:*:*:*:
cpe:2.3:a:php:php:4.0:beta_4_patch1:*:*:*:*:*:*:
cpe:2.3:a:php:php:4.0.0:* % "

cpe:2.3:a:php:php:4.0.1:* %



cpe:2.3:a:php:php:4.0.2:™ % "

cpe:2.3:a:php:php:4.0.3: % "

cpe:2.3:a:php:php:4.0.4:*:

cpe:2.3:a:php:php:4.0.5:*

cpe:2.3:a:php:php:4.0.6:*:* "

cpe:2.3:a:php:php:4.0.7:*

cpe:2.3:a:php:php:4.1.0:"

cpe:2.3:a:php:php:4.1.1 7

cpe:2.3:a:php:php:4.1.2:%

cpe:2.3:a:php:php:4.2.0:*

cpe:2.3:a:php:php:4.2.1 %

cpe:2.3:a:php:php:4.2.2: %" "

cpe:2.3:a:php:php:4.2.3: %" "

cpe:2.3:a:php:php:4.3.0: %" "

cpe:2.3:a:php:php:4.3.1: %"

cpe:2.3:a:php:php:4.3.2: %" "

cpe:2.3:a:php:php:4.3.3: " %"

cpe:2.3:a:php:php:4.3.4:" %" "

cpe:2.3:a:php:php:4.3.5: """

cpe:2.3:a:php:php:4.3.6:" %" "

cpe:2.3:a:php:php:4.3.7:* % "

cpe:2.3:a:php:php:4.3.8:** "

cpe:2.3:a:php:php:4.3.9:* % "

cpe:2.3:a:php:php:4.4.0:**x " *x

cpe:2.3:a:php:php:4.4.1:* %

cpe:2.3:a:php:php:4.4.2:% x>

cpe:2.3:a:php:php:4.4.3: "



cpe:2.3:a:php:php:4.4.4: =

cpe:2.3:a:php:php:4.4.5: "

cpe:2.3:a:php:php:4.4.6:* "

cpe:2.3:a:php:php:4.4. 7%

cpe:2.3:a:php:php:4.4.8:*

cpe:2.3:a:php:php:4.4.9:*

cpe:2.3:a:php:php:5.0.0:*:* "

Skak ok kukuk,

cpe:2.3:a:php:php:5.0.0:beta2:*:*:**:*:*:

Skak ok akakuk,

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

Skak ok akakuk,

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.0.1: %"

cpe:2.3:a:php:php:5.0.2: %" "

cpe:2.3:a:php:php:5.0.3: %" %"

cpe:2.3:a:php:php:5.0.4:" %"=

cpe:2.3:a:php:php:5.0.5: %" "

cpe:2.3:a:php:php:5.1.0: "

cpe:2.3:a:php:php:5.1.1: %

cpe:2.3:a:php:php:5.1.2:* % "

cpe:2.3:a:php:php:5.1.3: % "

cpe:2.3:a:php:php:5.1.4:* % "

cpe:2.3:a:php:php:5.1.5:% %

cpe:2.3:a:php:php:5.1.6:** "

cpe:2.3:a:php:php:5.2.0:* %

cpe:2.3:a:php:php:5.2.1 %% "



dk Lk k Lk akakak.

cpe:2.3:a:php:php:5.2.10: "

Lk Kk kR akak.

cpe:2.3:a:php:php:5.2.11

dk Kk kR akak.

cpe:2.3:a:php:php:5.2.17:*

cpe:2.3:a:php:php:5.2.2:* 7

cpe:2.3:a:php:php:5.2.3:* """

cpe:2.3:a:php:php:5.2.4:****

cpe:2.3:a:php:php:5.2.5: %" "™

cpe:2.3:a:php:php:5.2.6: %" "™

cpe:2.3:a:php:php:5.2.7: %" "™

cpe:2.3:a:php:php:5.2.8: """

cpe:2.3:a:php:php:5.2.9: %" "™

cpe:2.3:a:php:php:5.3.0: " "™

cpe:2.3:a:php:php:5.3.1: " "™

cpe:2.3:a:php:php:5.3.2: " %"

cpe:2.3:a:php:php:5.3.3: " "™

cpe:2.3:a:php:php:5.3.4: %" %"

cpe:2.3:a:php:php:5.3.5: %" "™

cpe:2.3:a:php:php:5.3.6:**: """

cpe:2.3:a:php:php:5.3.7: % "

cpe:2.3:a:php:php:5.3.8: % "

cpe:2.3:a:php:php:5.3.9:* "

cpe:2.3:a:php:php:5.4.0:* % "

cpe:2.3:a:php:php:5.4.1 %%

cpe:2.3:a:php:php:5.4.2:%****



AKakak ok akk ok,

cpe:2.3:a:php:php:1.0:* " "

cpe:2.3:a:php:php:2.0:* " "

cpe:2.3:a:php:php:3.0:*:* "

cpe:2.3:a:php:php:3.0.1:*

LRk kR ok akak.

cpe:2.3:a:php:php:3.0.10:

dk Kk kR akak.

cpe:2.3:a:php:php:3.0.14 %

dkakakakakakak.

cpe:2.3:a:php:php:3.0.15: """ ™

cpe:2.3:a:php:php:3.0.2: %" "

cpe:2.3:a:php:php:3.0.3: %" "

cpe:2.3:a:php:php:3.0.4:" %" "

cpe:2.3:a:php:php:3.0.5: %" %"

cpe:2.3:a:php:php:3.0.6:" %" "

cpe:2.3:a:php:php:3.0.7: %" "

cpe:2.3:a:php:php:3.0.8: " %"

cpe:2.3:a:php:php:3.0.9:* %"

akk Lk kKK,

cpe:2.3:a:php:php:4.0:betat:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:php:php:4.0:beta2:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:php:php:4.0:beta3:*:*:*:*:*:*:

Kk LKk Lk k.

cpe:2.3:a:php:php:4.0:beta_4_patch1:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0.0:* "



cpe:2.3:a:php:php:4.0.1:

cpe:2.3:a:php:php:4.0.2:* % "

cpe:2.3:a:php:php:4.0.3:*

cpe:2.3:a:php:php:4.0.4:*: =

cpe:2.3:a:php:php:4.0.5:*

cpe:2.3:a:php:php:4.0.6:*:* """

cpe:2.3:a:php:php:4.0.7:*

cpe:2.3:a:php:php:4.1.0:"

cpe:2.3:a:php:php:4.1.1 e

cpe:2.3:a:php:php:4.1.2:%

cpe:2.3:a:php:php:4.2.0:" %" "™

cpe:2.3:a:php:php:4.2.1 %"

cpe:2.3:a:php:php:4.2.2: %" "

cpe:2.3:a:php:php:4.2.3: %" "

cpe:2.3:a:php:php:4.3.0:" %"=

cpe:2.3:a:php:php:4.3.1: %"

cpe:2.3:a:php:php:4.3.2: %" "

cpe:2.3:a:php:php:4.3.3: " %"

cpe:2.3:a:php:php:4.3.4: %" "

cpe:2.3:a:php:php:4.3.5: % "

cpe:2.3:a:php:php:4.3.6:**: "

cpe:2.3:a:php:php:4.3.7:* % "

cpe:2.3:a:php:php:4.3.8:* % "

cpe:2.3:a:php:php:4.3.9:* % "

cpe:2.3:a:php:php:4.4.0:* % "

cpe:2.3:a:php:php:4.4.1 %

AnntD iasnhninhine A A Dk kR ok k.



UMG.C.U. QMMM o e e e

cpe:2.3:a:php:php:4.4.3:

cpe:2.3:a:php:php:4.4.4:7 =

cpe:2.3:a:php:php:4.4.5:"

cpe:2.3:a:php:php:4.4.6:* %

cpe:2.3:a:php:php:4.4.7:*

cpe:2.3:a:php:php:4.4.8:*:

cpe:2.3:a:php:php:4.4.9:*

cpe:2.3:a:php:php:5.0.0:*:*

Skak ok ak Lk uk,

cpe:2.3:a:php:php:5.0.0:betat:*:*:**:*:*:

Skak ok ak Lk ak,

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

Skak ok akkuk,

cpe:2.3:a:php:php:5.0.0:betal3:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.0. 1%

cpe:2.3:a:php:php:5.0.2: %" "

cpe:2.3:a:php:php:5.0.3: %" "

cpe:2.3:a:php:php:5.0.4:" %" "

cpe:2.3:a:php:php:5.0.5: " ™"

cpe:2.3:a:php:php:5.1.0: %" "

cpe:2.3:a:php:php:5.1.1: % "

cpe:2.3:a:php:php:5.1.2:* % "

cpe:2.3:a:php:php:5.1.3:* %"

cpe:2.3:a:php:php:5.1.4:* % "

cpe:2.3:a:php:php:5.1.5:% %

cpe:2.3:a:php:php:5.1.6:** "

cpe:2.3:a:php:php:5.2.0: "™



cpe:2.3:a:php:php:5.2.1 ™

Sk Lk k kR akak.

cpe:2.3:a:php:php:5.2.10: "

dkak kR ok akak.

cpe:2.3:a:php:php:5.2.14 %

dkukak kR ok ak.

cpe:2.3:a:php:php:5.2.15:

dk Kk kR ok ak.

cpe:2.3:a:php:php:5.2.16:* """

dk Kk kR Rk,

cpe:2.3:a:php:php:5.2.17:

cpe:2.3:a:php:php:5.2.2:*** 1 "

cpe:2.3:a:php:php:5.2.3: %" "™

cpe:2.3:a:php:php:5.2.4: %" "™

cpe:2.3:a:php:php:5.2.5: %" "™

cpe:2.3:a:php:php:5.2.6:* % """

cpe:2.3:a:php:php:5.2.7: %" "

cpe:2.3:a:php:php:5.2.8: """

cpe:2.3:a:php:php:5.2.9: " "™

cpe:2.3:a:php:php:5.3.0: " %"

cpe:2.3:a:php:php:5.3.1: %" "™

cpe:2.3:a:php:php:5.3.2: " ™"

cpe:2.3:a:php:php:5.3.3: """

cpe:2.3:a:php:php:5.3.4: % "

cpe:2.3:a:php:php:5.3.5: %"

cpe:2.3:a:php:php:5.3.6:* % """

cpe:2.3:a:php:php:5.3.7: "

cpe:2.3:a:php:php:5.3.8: % "

cpe:2.3:a:php:php:5.3.9:* % "

cpe:2.3:a:php:php:5.4.0:* % "



cpe:2.3:a:php:php:5.4. 1
cpe:2.3:a:php:php:5.4.2:* ™

cpe:2.3:a:php:php:*:

No vendor comments have been submitted for this CVE
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