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Summary

CVE CVE-2012-2388

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-27 21:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description The GMP Plugin in strongSwan 4.2.0 through 4.6.3 allows remote attackers to bypass authentication via a (1) empty or (2) zeroed RSA signature, aka "RSA signature verification vulnerability."

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Strongswan Strongswan 4.2.0 All All All

Application Strongswan Strongswan 4.2.1 All All All

Application Strongswan Strongswan 4.2.10 All All All

Application Strongswan Strongswan 4.2.11 All All All

Application Strongswan Strongswan 4.2.12 All All All

Application Strongswan Strongswan 4.2.13 All All All

Application Strongswan Strongswan 4.2.14 All All All

Application Strongswan Strongswan 4.2.15 All All All

Application Strongswan Strongswan 4.2.16 All All All

Application Strongswan Strongswan 4.2.2 All All All

Application Strongswan Strongswan 4.2.3 All All All

Application Strongswan Strongswan 4.2.4 All All All

Application Strongswan Strongswan 4.2.5 All All All

Application Strongswan Strongswan 4.2.6 All All All

Application Strongswan Strongswan 4.2.7 All All All

Application Strongswan Strongswan 4.2.8 All All All

Application Strongswan Strongswan 4.2.9 All All All
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Application Strongswan Strongswan 4.2.9 All All All

Application Strongswan Strongswan 4.3.0 All All All

Application Strongswan Strongswan 4.3.1 All All All

Application Strongswan Strongswan 4.3.2 All All All

Application Strongswan Strongswan 4.3.3 All All All

Application Strongswan Strongswan 4.3.4 All All All

Application Strongswan Strongswan 4.3.5 All All All

Application Strongswan Strongswan 4.3.6 All All All

Application Strongswan Strongswan 4.4.0 All All All

Application Strongswan Strongswan 4.4.1 All All All

Application Strongswan Strongswan 4.5.0 All All All

Application Strongswan Strongswan 4.5.1 All All All

Application Strongswan Strongswan 4.5.2 All All All

Application Strongswan Strongswan 4.5.3 All All All

Application Strongswan Strongswan 4.6.0 All All All

Application Strongswan Strongswan 4.6.1 All All All

Application Strongswan Strongswan 4.6.2 All All All

Application Strongswan Strongswan 4.6.3 All All All

Application Strongswan Strongswan 4.2.0 All All All

Application Strongswan Strongswan 4.2.1 All All All

Application Strongswan Strongswan 4.2.10 All All All

Application Strongswan Strongswan 4.2.11 All All All

Application Strongswan Strongswan 4.2.12 All All All

Application Strongswan Strongswan 4.2.13 All All All

Application Strongswan Strongswan 4.2.14 All All All

Application Strongswan Strongswan 4.2.15 All All All

Application Strongswan Strongswan 4.2.16 All All All

Application Strongswan Strongswan 4.2.2 All All All

Application Strongswan Strongswan 4.2.3 All All All

Application Strongswan Strongswan 4.2.4 All All All

Application Strongswan Strongswan 4.2.5 All All All

Application Strongswan Strongswan 4.2.6 All All All

Application Strongswan Strongswan 4.2.7 All All All

Application Strongswan Strongswan 4.2.8 All All All

Application Strongswan Strongswan 4.2.9 All All All

Application Strongswan Strongswan 4.3.0 All All All

http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan


Application Strongswan Strongswan 4.3.1 All All All

Application Strongswan Strongswan 4.3.2 All All All

Application Strongswan Strongswan 4.3.3 All All All

Application Strongswan Strongswan 4.3.4 All All All

Application Strongswan Strongswan 4.3.5 All All All

Application Strongswan Strongswan 4.3.6 All All All

Application Strongswan Strongswan 4.4.0 All All All

Application Strongswan Strongswan 4.4.1 All All All

Application Strongswan Strongswan 4.5.0 All All All

Application Strongswan Strongswan 4.5.1 All All All

Application Strongswan Strongswan 4.5.2 All All All

Application Strongswan Strongswan 4.5.3 All All All

Application Strongswan Strongswan 4.6.0 All All All

Application Strongswan Strongswan 4.6.1 All All All

Application Strongswan Strongswan 4.6.2 All All All

Application Strongswan Strongswan 4.6.3 All All All

References

Reference Source

[security-announce] openSUSE-SU-2012:0691-1: important: update for stron SUSE

Security Advisory SA49315 - Debian update for strongswan - Secunia SECUNIA

strongSwan GMP Plugin Authentication Bypass Vulnerability BID

Security Advisory SA55051 - Collax Business Server strongSwan RSA Signature Handling Security Bypass Vulnerability - Secunia SECUNIA

strongSwan - strongSwan 4.6.4 Released (CVE-2012-2388) CONFIRM

Debian -- Security Information -- DSA-2483-1 strongswan DEBIAN

strongSwan gmp Plugin Signature Verification Flaw Lets Remote Users Authenticate As Arbitrary Users - SecurityTracker SECTRACK

IBM X-Force Exchange XF

Security Advisory SA49370 - strongSwan GMP Plugin RSA Signature Handling Security Bypass Vulnerability - Secunia SECUNIA

82587 OSVDB

Security Advisory SA49336 - SUSE update for strongswan - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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