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Summary

CVE CVE-2012-2395

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-16 00:55:00 UTC

Updated 2023-02-13 04:33:00 UTC

Description Incomplete blacklist vulnerability in action_power.py in Cobbler 2.2.0 allows remote attackers to execute arbitrary commands via shell metacharacters in the (1) username or (2) password fields to the power_system method in the xmlrpc API.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Michael Dehaan Cobbler 2.2.0 All All All

Application Michael Dehaan Cobbler 2.2.0 All All All

References

Reference Source Link

oss-security - Re: CVE request: cobbler command injection MLIST www.openwall.com

command injection on the host via the xmlrpc api · Issue #141 · cobbler/cobbler · GitHub CONFIRM github.com

oss-security - CVE request: cobbler command injection MLIST www.openwall.com

[security-announce] SUSE-SU-2012:0814-1: important: Security update for SUSE lists.opensuse.org

824460 – (CVE-2012-2395) CVE-2012-2395 cobbler: command injection flaw in the power management XML-RPC API MISC bugzilla.redhat.com

[security-announce] openSUSE-SU-2012:0655-1: important: update for cobbl SUSE lists.opensuse.org

CVE-2012-2395 - Red Hat Customer Portal MISC access.redhat.com

82458 OSVDB www.osvdb.org

Merge pull request #164 from jimi1283/powerpipe · 6d9167e · cobbler/cobbler · GitHub CONFIRM github.com

Bug #978999 “command injection on the host via the xmlrpc api” : Bugs : “cobbler” package : Ubuntu MISC bugs.launchpad.net

Red Hat Customer Portal MISC access.redhat.com

Cobbler Remote Command Injection Vulnerability BID www.securityfocus.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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