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Assigner
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Published
Updated

Description

/

CVE-2012-2401

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2012-2401

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2012-04-21 23:55:00 UTC

2017-12-19 02:29:00 UTC

Plupload before 1.5.4, as used in wp-includes/js/plupload/ in WordPress before 3.3.2 and other products, enables scripting

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type
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Vendor Product Version Update Edition Language
Moxiecode Plupload 1.4.0 All All All
Moxiecode Plupload 1.4.1 All All All
Moxiecode Plupload 1.4.2 All All All
Moxiecode Plupload 1.4.3 All All All
Moxiecode Plupload 1.5.0 All All All
Moxiecode Plupload 1.5.0 beta All All
Moxiecode Plupload 1.5.1 All All All
Moxiecode Plupload 1.5.2 All All All
Moxiecode Plupload 1.4.0 All All All
Moxiecode Plupload 1.4.1 All All All
Moxiecode Plupload 1.4.2 All All All
Moxiecode Plupload 1.4.3 All All All
Moxiecode Plupload 1.5.0 All All All
Moxiecode Plupload 1.5.0 beta All All
Moxiecode Plupload 1.5.1 All All All
Moxiecode Plupload 1.5.2 All All All
Moxiecode Plupload All All All All
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Application Wordpress Wordpress 2.8.6 All All All

Application Wordpress Wordpress 2.9 All All All

Application Wordpress Wordpress 2.91 All All All

Application Wordpress Wordpress 2911 All All All

Application Wordpress Wordpress 292 All All All

Application Wordpress Wordpress 3.0 All All All

Application Wordpress Wordpress 3.0.1 All All All

Application Wordpress Wordpress 3.0.2 All All All

Application Wordpress Wordpress 3.0.3 All All All

Application Wordpress Wordpress 3.0.4 All All All

Application Wordpress Wordpress 3.05 All All All

Application Wordpress Wordpress 3.0.6 All All All

Application Wordpress Wordpress 3.1 All All All

Application Wordpress Wordpress 3.1.1 All All All

Application Wordpress Wordpress 3.1.2 All All All

Application Wordpress Wordpress 3.1.3 All All All

Application Wordpress Wordpress 3.3 All All All

Application Wordpress Wordpress All All All All

Reference Source Link

Debian -- Security Information -- DSA-2470-1 wordpress DEBIAN www.debian.org
plupload in branches/3.3/wp-includes/js — WordPress Trac CONFIRM  core.trac.wordpress.org
WordPress > WordPress 3.3.2 (and WordPress 3.4 Beta 3) CONFIRM  wordpress.org
changelog.txt in branches/3.3/wp-includes/js/plupload — WordPress Trac CONFIRM  core.trac.wordpress.org
About Secunia Research | Flexera SECUNIA  secunia.com
WordPress Multiple Remote Vulnerabilities BID www.securityfocus.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.c
XSS and CSRF via SWF Applets (SWFUpload, Plupload) » Neal Poole MISC nealpoole.com
Plupload - A tool for uploading files using Flash, Silverlight, Google Gears, HTML5 or Browserplus CONFIRM  www.plupload.com
81461 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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http://cve.report/vendor/wordpress
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http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://www.debian.org/security/2012/dsa-2470
http://core.trac.wordpress.org/browser/branches/3.3/wp-includes/js/plupload?rev=20487
http://wordpress.org/news/2012/04/wordpress-3-3-2/
http://core.trac.wordpress.org/browser/branches/3.3/wp-includes/js/plupload/changelog.txt?rev=20487
http://secunia.com/advisories/49138
http://www.securityfocus.com/bid/53192
https://exchange.xforce.ibmcloud.com/vulnerabilities/75208
https://nealpoole.com/blog/2012/05/xss-and-csrf-via-swf-applets-swfupload-plupload/
http://www.plupload.com/punbb/viewtopic.php?id=1685
http://osvdb.org/81461
https://www.cve.org/CVERecord?id=CVE-2012-2401
https://nvd.nist.gov/vuln/detail/CVE-2012-2401

There are currently no legacy QID mappings associated with this CVE.
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