CVE-2012-2415

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2012-2415
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-30 20:55:00 UTC
Updated 2017-12-14 02:29:00 UTC
Description Heap-based buffer overflow in chan_skinny.c in the Skinny channel driver in Asterisk Open Source 1.6.2.x before 1.6.2.24,

/ ]

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Asterisk Open Source 1.6.2.0 All All All
Application Asterisk Open Source 1.6.2.0 rc2 All All
Application Asterisk Open Source 1.6.2.0 rc3 All All
Application Asterisk Open Source 1.6.2.0 rc4 All All
Application Asterisk Open Source 1.6.2.0 rch5 All All
Application Asterisk Open Source 1.6.2.0 rcé All All
Application Asterisk Open Source 1.6.2.0 rc7 All All
Application Asterisk Open Source 1.6.2.0 rc8 All All
Application Asterisk Open Source 1.6.2.1 All All All
Application Asterisk Open Source 1.6.2.1 rcl All All
Application Asterisk Open Source 1.6.2.10 All All All
Application Asterisk Open Source 1.6.2.10 rcl All All
Application Asterisk Open Source 1.6.2.10 rc2 All All
Application Asterisk Open Source 1.6.2.11 All All All
Application Asterisk Open Source 1.6.2.11 rci All All
Application Asterisk Open Source 1.6.2.11 rc2 All All
Application Asterisk Open Source 1.6.2.12 All All All
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AppIGAUUI SIS UpEIl Suuice 1v.c.u 16z Al Al
Application Asterisk Open Source 10.2.0 rc3 All All
Application Asterisk Open Source 10.2.0 rc4 All All
Application Asterisk Open Source 10.2.1 All All All
Application Asterisk Open Source 10.3.0 All All All
Application Asterisk Open Source 10.3.0 rc2 All All
Application Asterisk Open Source 10.3.0 rc3 All All
Reference Source
Asterisk Heap Overflow in Skinny Channel Driver Lets Remote Authenticated Users Execute Arbitrary Code - SecurityTracker SECTRACK
81455 OSVDB
Security Advisory SA48891 - Asterisk Multiple Vulnerabilities - Secunia SECUNIA
Asterisk Skinny Channel Driver Heap-Based Buffer Overflow Vulnerability BID
About Secunia Research | Flexera SECUNIA
Debian -- Security Information -- DSA-2460-1 asterisk DEBIAN
IBM X-Force Exchange XF
[SECURITY] Fedora 15 Update: asterisk-1.8.11.1-1.fc15 FEDORA
AST-2012-005 CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
< S

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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