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CVE CVE-2012-2418
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-25 20:55:00 UTC
Updated 2021-07-23 15:12:00 UTC
Description Heap-based buffer overflow in the intu-help-gb (aka Intuit Help System Async Pluggable Protocol) handlers in HelpAsyncPI
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Intuit Quickbooks 2009 All All All
Application Intuit Quickbooks 2010 All All All
Application Intuit Quickbooks 2011 All All All
Application Intuit Quickbooks 2012 All All All
Application Intuit Quickbooks 2009 All All All
Application Intuit Quickbooks 2010 All All All
Application Intuit Quickbooks 2011 All All All
Application Intuit Quickbooks 2012 All All All
Application Microsoft le All All All All
Application Microsoft le All All All All
Application Microsoft Internet Explorer All All All All
Reference Source Link Tags
SecurityFocus BUGTRAQ www.securityfocus.com Exploit
Vulnerability Note VU#232979 - Multiple vulnerabilities in Intuit QuickBooks ~CERT-VN  www.kb.cert.org US Government
80820 OSVDB osvdb.org
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IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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