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CVE CVE-2012-2451
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2012-06-27 21:55:00 UTC
Updated 2017-08-29 01:31:00 UTC
Description The Config::IniFiles module before 2.71 for Perl creates temporary files with predictable names, which allows local users to
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Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Shlomi Fish Config-inifiles All All

Edition Language

All

All

References

Reference

[SECURITY] Fedora 15 Update: perl-Config-IniFiles-2.72-1.fc15

oss-security - temporary file issue in Config::IniFiles Config-IniFiles perl-Config-IniFiles
81671

[SECURITY] Fedora 16 Update: perl-Config-IniFiles-2.72-1.fc16

[SECURITY] Fedora 17 Update: perl-Config-IniFiles-2.72-1.fc17

Security Alerts - Secunia

USN-1543-1: Config-IniFiles vulnerability | Ubuntu

Perl Config::IniFiles Module Insecure Temporary File Creation Vulnerability

shlomif / perl-Config-IniFiles / changeset / a08fa26f4f59 — Bitbucket

IBM X-Force Exchange

818386 — (CVE-2012-2451) CVE-2012-2451 perl-Config-IniFiles: insecure temporary file usage
CVE Program record

NVD vulnerability detail

Source
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CVE.ORG

NVD

Link
lists.fedoraproject.org
www.openwall.com
www.osvdb.org
lists.fedoraproject.org
lists.fedoraproject.org
secunia.com
www.ubuntu.com
www.securityfocus.com
bitbucket.org
exchange.xforce.ibmcloud.con
bugzilla.redhat.com
Wwww.cve.org

nvd.nist.gov


https://cve.report/
https://cve.report/CVE-2012-2451/mitre
https://cve.report/CVE-2012-2451/nist
https://cve.report/CVE-2012-2451/cve_org
https://cve.report/api/cve/CVE-2012-2451.json
https://cve.report/CVE-2012-2451.pdf
http://cve.report/vendor/shlomi_fish
http://cve.report/software/shlomi_fish/config-inifiles
http://lists.fedoraproject.org/pipermail/package-announce/2012-May/080713.html
http://www.openwall.com/lists/oss-security/2012/05/02/6
http://www.osvdb.org/81671
http://lists.fedoraproject.org/pipermail/package-announce/2012-May/080716.html
http://lists.fedoraproject.org/pipermail/package-announce/2012-May/081207.html
http://secunia.com/advisories/48990
http://www.ubuntu.com/usn/USN-1543-1
http://www.securityfocus.com/bid/53361
https://bitbucket.org/shlomif/perl-config-inifiles/changeset/a08fa26f4f59
https://exchange.xforce.ibmcloud.com/vulnerabilities/75328
https://bugzilla.redhat.com/show_bug.cgi?id=818386
https://www.cve.org/CVERecord?id=CVE-2012-2451
https://nvd.nist.gov/vuln/detail/CVE-2012-2451
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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