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Summary

CVE CVE-2012-2486

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-12 10:34:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description The Cisco Discovery Protocol (CDP) implementation on Cisco TelePresence Multipoint Switch before 1.9.0, Cisco TelePresence Immersive Endpoint Devices before 1.9.1, Cisco TelePresence Manager before 1.9.0, and Cisco TelePresence Recording Server before 1.8.1 allows remote attackers to execute arbitrary code by leveraging certain adjacency and sending a malformed CDP packet, aka Bug IDs CSCtz40953, CSCtz40947, CSCtz40965, and CSCtz40953.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Telepresence Manager 1.1.0.0 All All All

Application Cisco Telepresence Manager 1.1.0.0(209) All All All

Application Cisco Telepresence Manager 1.1.0.0\(209\) All All All

Application Cisco Telepresence Manager 1.2.0.0 All All All

Application Cisco Telepresence Manager 1.2.0.0(200) All All All

Application Cisco Telepresence Manager 1.2.0.0\(200\) All All All

Application Cisco Telepresence Manager 1.3.2(466) All All All

Application Cisco Telepresence Manager 1.3.2\(466\) All All All

Application Cisco Telepresence Manager 1.4.0(279) All All All

Application Cisco Telepresence Manager 1.4.0\(279\) All All All

Application Cisco Telepresence Manager 1.5.1(420) All All All

Application Cisco Telepresence Manager 1.5.1\(420\) All All All

Application Cisco Telepresence Manager 1.5.2(423) All All All

Application Cisco Telepresence Manager 1.5.2\(423\) All All All

Application Cisco Telepresence Manager 1.6.0(220) All All All

Application Cisco Telepresence Manager 1.6.0\(220\) All All All

Application Cisco Telepresence Manager 1.6.2(64) All All All
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Application Cisco Telepresence Manager 1.6.2(64) All All All

Application Cisco Telepresence Manager 1.6.2\(64\) All All All

Application Cisco Telepresence Manager 1.6.3(113) All All All

Application Cisco Telepresence Manager 1.6.3\(113\) All All All

Application Cisco Telepresence Manager 1.6.5(167) All All All

Application Cisco Telepresence Manager 1.6.5\(167\) All All All

Application Cisco Telepresence Manager 1.7.1(732) All All All

Application Cisco Telepresence Manager 1.7.1\(732\) All All All

Application Cisco Telepresence Manager 1.7.2(256) All All All

Application Cisco Telepresence Manager 1.7.2\(256\) All All All

Application Cisco Telepresence Manager 1.7.3.1 All All All

Application Cisco Telepresence Manager 1.7.4 All All All

Application Cisco Telepresence Manager 1.7.5(62) All All All

Application Cisco Telepresence Manager 1.7.5\(62\) All All All

Application Cisco Telepresence Manager 1.8.0(582) All All All

Application Cisco Telepresence Manager 1.8.0\(582\) All All All

Application Cisco Telepresence Manager 1.1.0.0 All All All

Application Cisco Telepresence Manager 1.1.0.0\(209\) All All All

Application Cisco Telepresence Manager 1.2.0.0 All All All

Application Cisco Telepresence Manager 1.2.0.0\(200\) All All All

Application Cisco Telepresence Manager 1.3.2\(466\) All All All

Application Cisco Telepresence Manager 1.4.0\(279\) All All All

Application Cisco Telepresence Manager 1.5.1\(420\) All All All

Application Cisco Telepresence Manager 1.5.2\(423\) All All All

Application Cisco Telepresence Manager 1.6.0\(220\) All All All

Application Cisco Telepresence Manager 1.6.2\(64\) All All All

Application Cisco Telepresence Manager 1.6.3\(113\) All All All

Application Cisco Telepresence Manager 1.6.5\(167\) All All All

Application Cisco Telepresence Manager 1.7.1\(732\) All All All

Application Cisco Telepresence Manager 1.7.2\(256\) All All All

Application Cisco Telepresence Manager 1.7.3.1 All All All

Application Cisco Telepresence Manager 1.7.4 All All All

Application Cisco Telepresence Manager 1.7.5\(62\) All All All

Application Cisco Telepresence Manager 1.8.0\(582\) All All All

Application Cisco Telepresence Manager All All All All

Application Cisco Telepresence Manager All All All All
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Hardware Cisco Telepresence Multipoint Switch All All All All

Hardware Cisco Telepresence Multipoint Switch All All All All

Application Cisco Telepresence Multipoint Switch Software 1.0.4.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.0.4.0(21) All All All

Application Cisco Telepresence Multipoint Switch Software 1.0.4.0\(21\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.0(254) All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.0\(254\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.1 All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.1(30) All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.1\(30\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.2(6) All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.2\(6\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.0(222) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.0\(222\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.1 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.1(2) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.1\(2\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.2(21) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.2\(21\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.3 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.3.12 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.4 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.4(4) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.4\(4\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.5 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.5(1) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.5\(1\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.6 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.6(1) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.6\(1\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.0(108) All All All
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Application Cisco Telepresence Multipoint Switch Software 1.6.0(108) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.0\(108\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.1 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.1(2) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.1\(2\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.2(3) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.2\(3\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.3 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.3(2) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.3\(2\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.4 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.4(3) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.4\(3\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.0.1(5) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.0.1\(5\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.1(15) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.1\(15\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.2(75) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.2\(75\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.3(2) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.3\(2\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.0(1026) All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.0\(1026\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.1(1041) All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.1\(1041\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.2(2) All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.2\(2\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.0.4.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.0.4.0\(21\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.0\(254\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.1 All All All
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Application Cisco Telepresence Multipoint Switch Software 1.1.1\(30\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.2\(6\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.0\(222\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.1 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.1\(2\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.2\(21\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.3 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.3.12 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.4 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.4\(4\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.5 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.5\(1\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.6 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.6\(1\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.0\(108\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.1 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.1\(2\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.2\(3\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.3 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.3\(2\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.4 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.4\(3\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.0.1\(5\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.1\(15\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.2\(75\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.7.3\(2\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.0\(1026\) All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.1\(1041\) All All All
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Application Cisco Telepresence Multipoint Switch Software 1.8.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.8.2\(2\) All All All

Application Cisco Telepresence Multipoint Switch Software All All All All

Application Cisco Telepresence Multipoint Switch Software All All All All

Application Cisco Telepresence Recording Server 1.6.1(2) All All All

Application Cisco Telepresence Recording Server 1.6.1\(2\) All All All

Application Cisco Telepresence Recording Server 1.6.2(31) All All All

Application Cisco Telepresence Recording Server 1.6.2\(31\) All All All

Application Cisco Telepresence Recording Server 1.6.3(4) All All All

Application Cisco Telepresence Recording Server 1.6.3\(4\) All All All

Application Cisco Telepresence Recording Server 1.7.0(190) All All All

Application Cisco Telepresence Recording Server 1.7.0\(190\) All All All

Application Cisco Telepresence Recording Server 1.7.1(22) All All All

Application Cisco Telepresence Recording Server 1.7.1\(22\) All All All

Application Cisco Telepresence Recording Server 1.7.2.1 All All All

Application Cisco Telepresence Recording Server 1.7.3(3) All All All

Application Cisco Telepresence Recording Server 1.7.3\(3\) All All All

Application Cisco Telepresence Recording Server 1.6.1\(2\) All All All

Application Cisco Telepresence Recording Server 1.6.2\(31\) All All All

Application Cisco Telepresence Recording Server 1.6.3\(4\) All All All

Application Cisco Telepresence Recording Server 1.7.0\(190\) All All All

Application Cisco Telepresence Recording Server 1.7.1\(22\) All All All

Application Cisco Telepresence Recording Server 1.7.2.1 All All All

Application Cisco Telepresence Recording Server 1.7.3\(3\) All All All

Application Cisco Telepresence Recording Server All All All All

Application Cisco Telepresence Recording Server All All All All

Hardware Cisco Telepresence System 1300 65 All All All All

Hardware Cisco Telepresence System 1300 65 All All All All

Hardware Cisco Telepresence System 3000 All All All All

Hardware Cisco Telepresence System 3000 All All All All

Hardware Cisco Telepresence System 3010 All All All All

Hardware Cisco Telepresence System 3010 All All All All

Hardware Cisco Telepresence System 3200 All All All All

Hardware Cisco Telepresence System 3200 All All All All

Hardware Cisco Telepresence System 3210 All All All All

Hardware Cisco Telepresence System 3210 All All All All
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Hardware Cisco Telepresence System 3210 All All All All

Application Cisco Telepresence System Software 1.2.3(1101) All All All

Application Cisco Telepresence System Software 1.2.3\(1101\) All All All

Application Cisco Telepresence System Software 1.3.2(1393) All All All

Application Cisco Telepresence System Software 1.3.2\(1393\) All All All

Application Cisco Telepresence System Software 1.4.7(2229) All All All

Application Cisco Telepresence System Software 1.4.7\(2229\) All All All

Application Cisco Telepresence System Software 1.5.1(2082) All All All

Application Cisco Telepresence System Software 1.5.10(3648) All All All

Application Cisco Telepresence System Software 1.5.10\(3648\) All All All

Application Cisco Telepresence System Software 1.5.11(3659) All All All

Application Cisco Telepresence System Software 1.5.11\(3659\) All All All

Application Cisco Telepresence System Software 1.5.12(3701) All All All

Application Cisco Telepresence System Software 1.5.12\(3701\) All All All

Application Cisco Telepresence System Software 1.5.13(3717) All All All

Application Cisco Telepresence System Software 1.5.13\(3717\) All All All

Application Cisco Telepresence System Software 1.5.1\(2082\) All All All

Application Cisco Telepresence System Software 1.5.3(2115) All All All

Application Cisco Telepresence System Software 1.5.3\(2115\) All All All

Application Cisco Telepresence System Software 1.6.0(3954) All All All

Application Cisco Telepresence System Software 1.6.0\(3954\) All All All

Application Cisco Telepresence System Software 1.6.2(4023) All All All

Application Cisco Telepresence System Software 1.6.2\(4023\) All All All

Application Cisco Telepresence System Software 1.6.3(4042) All All All

Application Cisco Telepresence System Software 1.6.3\(4042\) All All All

Application Cisco Telepresence System Software 1.6.4(4072) All All All

Application Cisco Telepresence System Software 1.6.4\(4072\) All All All

Application Cisco Telepresence System Software 1.6.5(4097) All All All

Application Cisco Telepresence System Software 1.6.5\(4097\) All All All

Application Cisco Telepresence System Software 1.6.6(4109) All All All

Application Cisco Telepresence System Software 1.6.6\(4109\) All All All

Application Cisco Telepresence System Software 1.6.7(4212) All All All

Application Cisco Telepresence System Software 1.6.7\(4212\) All All All

Application Cisco Telepresence System Software 1.6.8(4222) All All All

Application Cisco Telepresence System Software 1.6.8\(4222\) All All All

Application Cisco Telepresence System Software 1.7.0.1(4764) All All All
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Application Cisco Telepresence System Software 1.7.0.1\(4764\) All All All

Application Cisco Telepresence System Software 1.7.0.2(4719) All All All

Application Cisco Telepresence System Software 1.7.0.2\(4719\) All All All

Application Cisco Telepresence System Software 1.7.1(4864) All All All

Application Cisco Telepresence System Software 1.7.1\(4864\) All All All

Application Cisco Telepresence System Software 1.7.2(4937) All All All

Application Cisco Telepresence System Software 1.7.2.1(2) All All All

Application Cisco Telepresence System Software 1.7.2.1\(2\) All All All

Application Cisco Telepresence System Software 1.7.2\(4937\) All All All

Application Cisco Telepresence System Software 1.7.4(270) All All All

Application Cisco Telepresence System Software 1.7.4\(270\) All All All

Application Cisco Telepresence System Software 1.7.5(42) All All All

Application Cisco Telepresence System Software 1.7.5\(42\) All All All

Application Cisco Telepresence System Software 1.7.6(4) All All All

Application Cisco Telepresence System Software 1.7.6\(4\) All All All

Application Cisco Telepresence System Software 1.8.0(55) All All All

Application Cisco Telepresence System Software 1.8.0\(55\) All All All

Application Cisco Telepresence System Software 1.8.1(34) All All All

Application Cisco Telepresence System Software 1.8.1\(34\) All All All

Application Cisco Telepresence System Software 1.8.2(11) All All All

Application Cisco Telepresence System Software 1.8.2\(11\) All All All

Application Cisco Telepresence System Software 1.8.3(4) All All All

Application Cisco Telepresence System Software 1.8.3\(4\) All All All

Application Cisco Telepresence System Software 1.9.0(46) All All All

Application Cisco Telepresence System Software 1.9.0\(46\) All All All

Application Cisco Telepresence System Software 4.0.0 All All All

Application Cisco Telepresence System Software 1.2.3\(1101\) All All All

Application Cisco Telepresence System Software 1.3.2\(1393\) All All All

Application Cisco Telepresence System Software 1.4.7\(2229\) All All All

Application Cisco Telepresence System Software 1.5.10\(3648\) All All All

Application Cisco Telepresence System Software 1.5.11\(3659\) All All All

Application Cisco Telepresence System Software 1.5.12\(3701\) All All All

Application Cisco Telepresence System Software 1.5.13\(3717\) All All All

Application Cisco Telepresence System Software 1.5.1\(2082\) All All All

Application Cisco Telepresence System Software 1.5.3\(2115\) All All All
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Application Cisco Telepresence System Software 1.6.0\(3954\) All All All

Application Cisco Telepresence System Software 1.6.2\(4023\) All All All

Application Cisco Telepresence System Software 1.6.3\(4042\) All All All

Application Cisco Telepresence System Software 1.6.4\(4072\) All All All

Application Cisco Telepresence System Software 1.6.5\(4097\) All All All

Application Cisco Telepresence System Software 1.6.6\(4109\) All All All

Application Cisco Telepresence System Software 1.6.7\(4212\) All All All

Application Cisco Telepresence System Software 1.6.8\(4222\) All All All

Application Cisco Telepresence System Software 1.7.0.1\(4764\) All All All

Application Cisco Telepresence System Software 1.7.0.2\(4719\) All All All

Application Cisco Telepresence System Software 1.7.1\(4864\) All All All

Application Cisco Telepresence System Software 1.7.2.1\(2\) All All All

Application Cisco Telepresence System Software 1.7.2\(4937\) All All All

Application Cisco Telepresence System Software 1.7.4\(270\) All All All

Application Cisco Telepresence System Software 1.7.5\(42\) All All All

Application Cisco Telepresence System Software 1.7.6\(4\) All All All

Application Cisco Telepresence System Software 1.8.0\(55\) All All All

Application Cisco Telepresence System Software 1.8.1\(34\) All All All

Application Cisco Telepresence System Software 1.8.2\(11\) All All All

Application Cisco Telepresence System Software 1.8.3\(4\) All All All

Application Cisco Telepresence System Software 1.9.0\(46\) All All All

Application Cisco Telepresence System Software 4.0.0 All All All

Application Cisco Telepresence System Software All All All All

Application Cisco Telepresence System Software All All All All

Hardware Cisco Telepresence System T3 All All All All

Hardware Cisco Telepresence System T3 All All custom All

Hardware Cisco Telepresence System T3 All All All All

Hardware Cisco Telepresence System T3 All All custom All

Hardware Cisco Telepresence System Tx1300 47 All All All All

Hardware Cisco Telepresence System Tx1300 47 All All All All

Hardware Cisco Telepresence System Tx1310 65 All All All All

Hardware Cisco Telepresence System Tx1310 65 All All All All

Hardware Cisco Telepresence System Tx9000 All All All All

Hardware Cisco Telepresence System Tx9000 All All All All

Hardware Cisco Telepresence System Tx9200 All All All All

Hardware Cisco Telepresence System Tx9200 All All All All
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References

Reference Source Link Tags

Cisco Security Advisory: Multiple Vulnerabilities in Cisco TelePresence Recording Server CISCO tools.cisco.com Vendor Advisory

Cisco Security Advisory: Multiple Vulnerabilities in Cisco TelePresence Manager CISCO tools.cisco.com Vendor Advisory

Cisco Security Advisory: Multiple Vulnerabilities in Cisco TelePresence Multipoint Switch CISCO tools.cisco.com Vendor Advisory

Cisco Security Advisory: Multiple Vulnerabilities in Cisco TelePresence Immersive Endpoint Devices CISCO tools.cisco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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