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CVE CVE-2012-2601
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-15 22:55:00 UTC
Updated 2017-08-29 01:31:00 UTC
Description SQL injection vulnerability in WrVMwareHostList.asp in Ipswitch WhatsUp Gold 15.02 allows remote attackers to execute a
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ipswitch Whatsup Gold 15.02 All All All

Application Ipswitch Whatsup Gold 15.02 All All All

Reference Soul
Ipswitch WhatsUp Gold 'sGroupList' Parameter SQL Injection Vulnerability BID
IBM X-Force Exchange XF
Ipswitch WhatsUp Gold 15.02 Stored XSS - Blind SQLi - RCE EXP
US-CERT Vulnerability Note VU#777007 - Ipswitch WhatsUp Gold 15.02 contains SQL injection and XSS vulnerabilities CER

Ipswitch WhatsUp Gold Input Validation Flaw in '"WrVMwareHostList.asp' Lets Remote Users Inject SQL Commands - SecurityTracker ~SEC

404 Page Not Found - Whats up gold MIS(
CVE Program record CVE
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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