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Summary

CVE CVE-2012-2619

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-14 12:30:00 UTC

Updated 2013-02-05 05:00:00 UTC

Description The Broadcom BCM4325 and BCM4329 Wi-Fi chips, as used in certain Acer, Apple, Asus, Ford, HTC, Kyocera, LG, Malata, Motorola, Nokia, Pantech, Samsung, and Sony products, allow remote attackers to cause a denial of service (out-of-bounds read and Wi-Fi outage) via an RSN 802.11i information element.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os 6.0 All All All

Operating System Apple Iphone Os 6.0.1 All All All

Operating System Apple Iphone Os 6.0 All All All

Operating System Apple Iphone Os 6.0.1 All All All

Operating System Apple Iphone Os All All All All

Hardware Broadcom Bcm4325 All All All All

Hardware Broadcom Bcm4325 All All All All

Hardware Broadcom Bcm4329 All All All All

Hardware Broadcom Bcm4329 All All All All

References

Reference Source Link

APPLE-SA-2013-01-28-1 iOS 6.1 Software Update APPLE lists.apple.com

About the security content of Apple TV 5.2 CONFIRM support.apple.com

US-CERT Vulnerability Note VU#160027 - Broadcom BCM4325 and BCM4329 wireless chipset denial-of-service vulnerability CERT-VN www.kb.cert.org

About the security content of iOS 6.1 Software Update CONFIRM support.apple.com

Core Security Technologies MISC www.coresecurity.com

https://cve.report/
https://cve.report/CVE-2012-2619/mitre
https://cve.report/CVE-2012-2619/nist
https://cve.report/CVE-2012-2619/cve_org
https://cve.report/CVE-2012-2619.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/bcm4325
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/bcm4325
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/bcm4329
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/bcm4329
http://lists.apple.com/archives/security-announce/2013/Jan/msg00000.html
http://support.apple.com/kb/HT5643
http://www.kb.cert.org/vuls/id/160027
http://support.apple.com/kb/HT5642
http://www.coresecurity.com/content/broadcom-input-validation-BCM4325-BCM4329


APPLE-SA-2013-01-28-2 Apple TV 5.2 APPLE lists.apple.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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