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AVNACHAUNCANP/AN Certain versions of B1 from Seil contain the following vulnerability:

SEIL routers with firmware SEIL/x86 1.00 through 2.35, SEIL/X1 2.30
through 3.75, SEIL/X2 2.30 through 3.75, and SEIL/B1 2.30 through
3.75, when the http-proxy and application-gateway features are
enabled, do not properly handle the CONNECT command, which
allows remote attackers to bypass intended URL restrictions via a TCP
session.

CVE-2012-2632 has been assigned by () vultures@jpcert.or.jp to track the vulnerability

CVSS2 Score: 26-LOW

Access Access Authentication
Vector Complexity

[ HiGH. [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

JVN#24646833: SEIL series fail to restrict access permissions (T JVN JVN#24646833

HTTP O+ 85T URLD 1 LIRS E1ZM TE B9 | g CONFIRM

SEIL.jp www.seil.jp/support/security/a01232.html

JVNDB JVNDB-2012-000059

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.


https://cve.report/
https://cve.report/CVE-2012-2632/mitre
https://cve.report/CVE-2012-2632/nist
https://cve.report/CVE-2012-2632/cve_org
https://cve.report/CVE-2012-2632.pdf
http://cve.report/software/seil/b1
http://cve.report/vendor/seil
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://jvn.jp/en/jp/JVN24646833/index.html
http://www.seil.jp/support/security/a01232.html
http://jvndb.jvn.jp/jvndb/JVNDB-2012-000059
mailto:%20comment@cve.report

There are currently no QIDs associated with this CVE
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Sk Lk ak kR akak.

cpe:2.3:0:seil:b1_firmware:2.30:*:*:**:

Sk Lk ak kR akak.

cpe:2.3:0:seil:b1_firmware:2.40:*:*:*

Sk Rk kR akak.

cpe:2.3:0:seil:b1_firmware:2.42:*:*:***:*:*:

dkakakakakakak.

cpe:2.3:0:seil:b1_firmware:2.50:*:*:***:*:*:

dkukakukakakak.

cpe:2.3:0:seil:b1_firmware:2.75:%:* "™

dkukakakakakak.

cpe:2.3:0:seil:b1_firmware:3.01:*:" "

dkukakkkakak.

cpe:2.3:0:seil:b1_firmware:3.12:%:*:* "™

dkukakkakakak.

cpe:2.3:0:seil:b1_firmware:3.13: "



dkukakkakakak.

cpe:2.3:0:seil:b1_firmware:3.20: " :*:*:

Skuk Lk kkakak.

cpe:2.3:0:seil:b1_firmware:3.21:*:*****:*:

Sk Lk ak kR akak.

cpe:2.3:0:seil:b1_firmware:3.41:

Sk Lk ak kR akak.

cpe:2.3:0:seil:b1_firmware:3.50:**:**:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:seil:b1_firmware:3.51

sk ok ak kR akak,

cpe:2.3:0:seil:b1_firmware:3.60:*:*:**:*:*:*:

Sk ok ak kR akak.

cpe:2.3:0:seil:b1_firmware:3.71:****

Sk ok akakakakak.

cpe:2.3:0:seil:b1_firmware:3.75:**:** %

dkakakukakakak.

cpe:2.3:0:seil:b1_firmware:2.62:*:*:*:*:*:*:*:

dkakakukakakak.

cpe:2.3:0:seil:b1_firmware:2.63:":*:* "

dkakakakakakak.

cpe:2.3:0:seil:b1_firmware:2.70:*:*:* "

I I

cpe:2.3:0:seil:b1_firmware:2.73:*:* "

dkukakkakakak.

cpe:2.3:0:seil:b1_firmware:2.74:*:*:* "

dkukakkakakak.

cpe:2.3:0:seil:b1_firmware:2.75:* " "

dkukakukakakuk.

cpe:2.3:0:seil:b1_firmware:3.01: "



Sk Lk ak ok akakak.

cpe:2.3:0:seil:b1_firmware:3.02:*:**:**:*:*:

dkk Lk kkakak.

cpe:2.3:0:seil:b1_firmware:3.10: " :*:

Skk ok k Lk akak.

cpe:2.3:0:seil:b1_firmware:3.20:**:**:

Sk Lk ak kR akak.

cpe:2.3:0:seil:b1_firmware:3.21:



frnet? 2-hteailry1 D B -*-kkak ok ok,












No vendor comments have been submitted for this CVE
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