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Summary

CVE CVE-2012-2652

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-07 20:55:00 UTC

Updated 2023-02-13 00:25:00 UTC

Description The bdrv_open function in Qemu 1.0 does not properly handle the failure of the mkstemp function, when in snapshot node, which allows local users to overwrite or read arbitrary files via a symlink attack on an unspecified temporary file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu 1.0 All All All

Application Qemu Qemu 1.0 All All All

References

Reference Source Link Tags

git.qemu.org Git - qemu-stable-0.15.git/log MISC git.qemu.org

Security Alerts - Secunia SECUNIA secunia.com Vendor Advisory

Debian -- Security Information -- DSA-2545-1 qemu DEBIAN www.debian.org

QEMU CVE-2012-2652 Insecure Temporary File Creation Vulnerability BID www.securityfocus.com

[security-announce] SUSE-SU-2012:1202-1: important: Security update for SUSE lists.opensuse.org

kvm/qemu-kvm.git - QEMU modified to work with kvm MISC git.kernel.org

git.qemu.org Git - qemu-stable-0.15.git/log CONFIRM git.qemu.org

USN-1522-1: QEMU vulnerability | Ubuntu UBUNTU www.ubuntu.com

kvm/qemu-kvm.git - QEMU modified to work with kvm CONFIRM git.kernel.org

Security Advisory SA50689 - SUSE update for kvm - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/CVE-2012-2652/nist
https://cve.report/CVE-2012-2652/cve_org
https://cve.report/api/cve/CVE-2012-2652.json
https://cve.report/CVE-2012-2652.pdf
http://cve.report/vendor/qemu
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http://cve.report/software/qemu/qemu
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http://www.debian.org/security/2012/dsa-2545
http://www.securityfocus.com/bid/53725
http://lists.opensuse.org/opensuse-security-announce/2012-09/msg00024.html
http://git.kernel.org/?p=virt/kvm/qemu-kvm.git%253Ba=commit%253Bh=eba25057b9a5e19d10ace2bc7716667a31297169
http://git.qemu.org/?p=qemu-stable-0.15.git;a=log
http://www.ubuntu.com/usn/USN-1522-1
http://git.kernel.org/?p=virt/kvm/qemu-kvm.git;a=commit;h=eba25057b9a5e19d10ace2bc7716667a31297169
http://secunia.com/advisories/50689
https://www.cve.org/CVERecord?id=CVE-2012-2652
https://nvd.nist.gov/vuln/detail/CVE-2012-2652


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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