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CVE-2012-2655

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUSCNENAD Certain versions of Postgresgl from Postgresqgl contain the following
’ vulnerability:

PostgreSQL 8.3.x before 8.3.19, 8.4.x before 8.4.12, 9.0.x before 9.0.8,
and 9.1.x before 9.1.4 allows remote authenticated users to cause a
denial of service (server crash) by adding the (1) SECURITY DEFINER
or (2) SET attributes to a procedural language's call handler.

CVE-2012-2655 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

[SECURITY] Fedora 16 Update: postgresql-9.1.4-1.fc16 FEDORA FEDORA-2012-8893
Debian -- Security Information -- DSA-2491-1 postgresql-8.4 (© DEBIAN DSA-2491
openSUSE-SU-2012:1251-1: moderate: postgresq|, postgresql-libs 9 SUSE openSUSE-SU-2012:1251
Support / Security / Advisories // MDVSA-2012:092 | Mandriva & MANDRIVA MDVSA-2012:092
openSUSE-SU-2012:1288-1: moderate: postgresql, postgresql-libs lists.opensuse.org 9 SUSE openSUSE-SU-2012:1288
[SECURITY] Fedora 17 Update: postgresql-9.1.4-1.fc17 % FEDORA FEDORA-2012-8924


https://cve.report/
https://cve.report/CVE-2012-2655/mitre
https://cve.report/CVE-2012-2655/nist
https://cve.report/CVE-2012-2655/cve_org
https://cve.report/CVE-2012-2655.pdf
http://cve.report/software/postgresql/postgresql
http://cve.report/vendor/postgresql
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.fedoraproject.org/pipermail/package-announce/2012-June/082258.html
http://www.debian.org/security/2012/dsa-2491
http://lists.opensuse.org/opensuse-updates/2012-09/msg00102.html
http://www.mandriva.com/security/advisories?name=MDVSA-2012:092
http://lists.opensuse.org/opensuse-updates/2012-10/msg00013.html
http://lists.fedoraproject.org/pipermail/package-announce/2012-June/082292.html

text/html

Red Hat Customer Portal & REDHAT RHSA-2012:1037

text/html
Not Archived

PostgreSQL: Security Update 2012-06-04 released @ CONFIRM
www.postgresql.org www.postgresql.org/about/news/1398/

text/html

openSUSE-SU-2012:1299-1: moderate: postgresq|l: security and bugfix 9 SUSE openSUSE-SU-2012:1299

upgra

Security Advisory SA50718 - SUSE update for postgresqgl and Y SECUNIA 50718
postgresql-libs - Secunia

[SECURITY] Fedora 15 Update: postgresql-9.0.8-1.fc15 FEDORA FEDORA-2012-8915

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Postgresql Postgresql 8.3 All All All
Application Postgresql Postgresql 8.3.1 All All All
Application Postgresql Postgresql 8.3.10 All All All
Application Postgresql Postgresql 8.3.11 All All All
Application Postgresql Postgresql 8.3.12 All All All
Application Postgresql Postgresql 8.3.13 All All All
Application Postgresql Postgresql 8.3.14 All All All
Application Postgresql Postgresql 8.3.15 All All All
Application Postgresql Postgresql 8.3.16 All All All
Application Postgresql Postgresql 8.3.17 All All All
Application Postgresql Postgresql 8.3.18 All All All
Application Postgresql Postgresql 8.3.2 All All All
Application Postgresql Postgresql 8.3.3 All All All
Application Postgresql Postgresql 8.3.4 All All All
Application Postgresql Postgresql 8.3.5 All All All
Application Postgresql Postgresql 8.3.6 All All All
Application Postgresql Postgresql 8.3.7 All All All

Application Postgresql Postgresql 8.3.8 All All All
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dk Lk ak Lk akakak.

cpe:2.3:a:postgresql:postgresql:8.3.10:*:*:*:***:*:

Lk Rk kR akak,

cpe:2.3:a:postgresqgl:postgresql:8.3.14

Sk Lk ak kR akak.

cpe:2.3:a:postgresql:postgresql:8.3.15:*:*****:*:

cpe:2.3:a:postgresql:postgresql:8.3.2:****:**:*:

cpe:2.3:a:postgresql:postgresql:8.3.3:* " "

cpe:2.3:a:postgresql:postgresql:8.3.4: %" * "

cpe:2.3:a:postgresql:postgresql:8.3.5: " "

cpe:2.3:a:postgresql:postgresql:8.3.6:*:* " * "

cpe:2.3:a:postgresql:postgresql:8.3.7: " * "

cpe:2.3:a:postgresql:postgresql:8.3.8: "

cpe:2.3:a:postgresql:postgresql:8.3.9:*: " * "

cpe:2.3:a:postgresqgl:postgresql:8.4:*:*:* "

cpe:2.3:a:postgresqgl:postgresql:8.4.1:*: " "

cpe:2.3:a:postgresql:postgresql:8.4.2:*: "

cpe:2.3:a:postgresql:postgresql:8.4.3:*: " *

cpe:2.3:a:postgresql:postgresql:8.4.4:****:

cpe:2.3:a:postgresql:postgresql:8.4.5: "

cpe:2.3:a:postgresql:postgresql:8.4.6:*: "

cpe:2.3:a:postgresql:postgresql:8.4.7:*** "

cpe:2.3:a:postgresql:postgresql:8.4.8:**:* "

AnnD iarnnctaracalinactaraeAl:Q A QF ok kakok ok,
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cpe:2.3:a:postgresqgl:postgresql:9.0:*:*:****:*:

cpe:2.3:a:postgresql:postgresql:9.0.1: 7 ™

cpe:2.3:a:postgresql:postgresql:9.0.2:* "

cpe:2.3:a:postgresql:postgresql:9.0.3:*: "

cpe:2.3:a:postgresql:postgresql:9.0.4: > ** "

cpe:2.3:a:postgresql:postgresql:9.0.5: * "

cpe:2.3:a:postgresql:postgresql:9.0.6:*:*:**:**:*:

cpe:2.3:a:postgresql:postgresql:9.0.7:** "

dkak koK kR k.

cpe:2.3:a:postgresqgl:postgresql:9.1:*:*:**:

cpe:2.3:a:postgresql:postgresql:9.1.1:* "

cpe:2.3:a:postgresqgl:postgresql:9.1.2: %" * "

cpe:2.3:a:postgresql:postgresql:9.1.3:* %" * "

cpe:2.3:a:postgresql:postgresql:8.3:*:*:* "

cpe:2.3:a:postgresql:postgresql:8.3.1:*: " " *:

dkukakukakakak.

cpe:2.3:a:postgresql:postgresql:8.3.16:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:postgresql:postgresql:8.3.17:*:*: "
cpe:2.3:a:postgresql:postgresql:8.3.18:*: " ::
cpe:2.3:a:postgresql:postgresql:8.3.2:* 7 " *
cpe:2.3:a:postgresql:postgresql:8.3.3: 7 *:*
cpe:2.3:a:postgresql:postgresql:8.3.4:** "

cpe:2.3:a:postgresql:postgresql:8.3.5:* % *

cpe:2.3:a:postgresql:postgresql:8.3.6: " "



cpe:2.3:a:postgresql:postgresql:8.3.7:*

cpe:2.3:a:postgresql:postgresql:8.3.8:

cpe:2.3:a:postgresql:postgresql:8.3.9:**** "

cpe:2.3:a:postgresql:postgresql:8.4:*:*:*:**:*:*:

cpe:2.3:a:postgresql:postgresql:8.4.1: > ™

Sk Lk ak kR akak.

cpe:2.3:a:postgresqgl:postgresql:8.4.10:*:**

Lk kR k Lk akak.

cpe:2.3:a:postgresql:postgresql:8.4.11 .

cpe:2.3:a:postgresql:postgresql:8.4.2:*** "

cpe:2.3:a:postgresql:postgresql:8.4.3:******:*:

cpe:2.3:a:postgresql:postgresql:8.4.4: > ****:*:

cpe:2.3:a:postgresql:postgresql:8.4.5: %"

cpe:2.3:a:postgresql:postgresql:8.4.6: " "

cpe:2.3:a:postgresql:postgresql:8.4.7::* " * "

cpe:2.3:a:postgresql:postgresql:8.4.8: %" * "

cpe:2.3:a:postgresql:postgresql:8.4.9: " * "

cpe:2.3:a:postgresql:postgresql:9.0:*:**: "

cpe:2.3:a:postgresqgl:postgresql:9.0.1:* %" "

cpe:2.3:a:postgresqgl:postgresql:9.0.2:* %" "

cpe:2.3:a:postgresql:postgresql:9.0.3:*: " "

cpe:2.3:a:postgresqgl:postgresql:9.0.4:*: " **:

cpe:2.3:a:postgresqgl:postgresql:9.0.5:*: " "

cpe:2.3:a:postgresql:postgresql:9.0.6:*:*: " "

cpe:2.3:a:postgresqgl:postgresql:9.0.7:* "

cpe:2.3:a:postgresql:postgresql:9.1:*:*:

cpe:2.3:a:postgresql:postgresql:9.1.1:* 7

cpe:2.3:a:postgresqgl:postgresql:9.1.2:* "

cpe:2.3:a:postgresql:postgresql:9.1.3:* "

No vendor comments have been submitted for this CVE
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