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Summary

CVE CVE-2012-2668

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-17 03:41:00 UTC

Updated 2023-02-13 04:33:00 UTC

Description libraries/libldap/tls_m.c in OpenLDAP, possibly 2.4.31 and earlier, when using the Mozilla NSS backend, always uses the default cipher suite even when TLSCipherSuite is set, which might cause OpenLDAP to use weaker ciphers than intended and make it easier for remote attackers to obtain sensitive information.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openldap Openldap 2.4.10 All All All

Application Openldap Openldap 2.4.11 All All All

Application Openldap Openldap 2.4.12 All All All

Application Openldap Openldap 2.4.13 All All All

Application Openldap Openldap 2.4.14 All All All

Application Openldap Openldap 2.4.15 All All All

Application Openldap Openldap 2.4.16 All All All

Application Openldap Openldap 2.4.17 All All All

Application Openldap Openldap 2.4.18 All All All

Application Openldap Openldap 2.4.19 All All All

Application Openldap Openldap 2.4.20 All All All

Application Openldap Openldap 2.4.21 All All All

Application Openldap Openldap 2.4.22 All All All

Application Openldap Openldap 2.4.23 All All All

Application Openldap Openldap 2.4.24 All All All

Application Openldap Openldap 2.4.25 All All All

Application Openldap Openldap 2.4.26 All All All
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Application Openldap Openldap 2.4.26 All All All

Application Openldap Openldap 2.4.27 All All All

Application Openldap Openldap 2.4.28 All All All

Application Openldap Openldap 2.4.29 All All All

Application Openldap Openldap 2.4.30 All All All

Application Openldap Openldap 2.4.6 All All All

Application Openldap Openldap 2.4.7 All All All

Application Openldap Openldap 2.4.8 All All All

Application Openldap Openldap 2.4.9 All All All

Application Openldap Openldap 2.4.10 All All All

Application Openldap Openldap 2.4.11 All All All

Application Openldap Openldap 2.4.12 All All All

Application Openldap Openldap 2.4.13 All All All

Application Openldap Openldap 2.4.14 All All All

Application Openldap Openldap 2.4.15 All All All

Application Openldap Openldap 2.4.16 All All All

Application Openldap Openldap 2.4.17 All All All

Application Openldap Openldap 2.4.18 All All All

Application Openldap Openldap 2.4.19 All All All

Application Openldap Openldap 2.4.20 All All All

Application Openldap Openldap 2.4.21 All All All

Application Openldap Openldap 2.4.22 All All All

Application Openldap Openldap 2.4.23 All All All

Application Openldap Openldap 2.4.24 All All All

Application Openldap Openldap 2.4.25 All All All

Application Openldap Openldap 2.4.26 All All All

Application Openldap Openldap 2.4.27 All All All

Application Openldap Openldap 2.4.28 All All All

Application Openldap Openldap 2.4.29 All All All

Application Openldap Openldap 2.4.30 All All All

Application Openldap Openldap 2.4.6 All All All

Application Openldap Openldap 2.4.7 All All All

Application Openldap Openldap 2.4.8 All All All

Application Openldap Openldap 2.4.9 All All All

Application Openldap Openldap All All All All

References

http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap


References

Reference

OpenLDAP Source Repository - openldap.git/commitdiff

Red Hat Customer Portal

Full Disclosure: APPLE-SA-2019-12-10-3 macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra

oss-security - CVE request: openldap does not honor TLSCipherSuite configuration option

oss-security - Re: CVE request: openldap does not honor TLSCipherSuite configuration option

OpenLDAP Source Repository - openldap.git/commitdiff

About the security content of macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra - Apple Support

OpenLDAP ITS - Message 7285

Gentoo Linux Documentation -- OpenLDAP: Multiple vulnerabilities

IBM X-Force Exchange

oss-security - Re: CVE request: openldap does not honor TLSCipherSuite configuration option

OpenLDAP May Ignore TLSCipherSuite Setting in Some Cases - SecurityTracker

#676309 - openldap: CVE-2012-2668 does not honor TLSCipherSuite settings - Debian Bug report logs

Bugtraq: APPLE-SA-2019-12-10-3 macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra

825875 – (CVE-2012-2668) CVE-2012-2668 openldap: does not honor TLSCipherSuite settings

OpenLDAP Weak Cipher Encryption Security Weakness

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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