CVE-2012-2671

Published on: 06/16/2012 12:00:00 AM UTC

Last Modified on: 02/13/2023 12:08:14 AM UTC

CVE-2012-2671

Source: Mitre Source: NIST CVE.ORG

Print: PDF %5

AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Rack-cach from Rtomayko contain the foIIowing

vulnerability:

The Rack::Cache rubygem 0.3.0 through 1.1 caches Set-Cookie and
other sensitive headers, which allows attackers to obtain sensitive
cookie information, hijack web sessions, or have other unspecified
impact by accessing the cache.

CVE-2012-2671 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH
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CVE References

Description

oss-security - Re: CVE request: rack-cache
caches sensitive headers (Set-Cookie)

Merge pull request #52 from
rmmbt/strip_set_cookie - rtomayko/rack-
cache@2e3a64d - GitHub

Rack::Cache caches Set-Cookie response
headers yielding potential security holes in apps
by rmmb5t - Pull Request #52 - rtomayko/rack-
cache - GitHub

[SECURITY] Fedora 17 Update: rubygem-rack-
cache-1.2-1.fc17

Bug 763650 — VUL-1: rack-cache: caches
sensitive headers (Set-Cookie)

Tags Link

¢ > MLIST [oss-security] 20120606 Re: CVE request: rack-
cache caches sensitive headers (Set-Cookie)

[ github.com | () CONFIRM github.com/rtomayko/rack-
cache/commit/2e3a64d07daac4c757cc57620f2288e865a090b90
() CONFIRM github.com/rtomayko/rack-cache/pull/52

W@ FEDORA FEDORA-2012-8439

) MISC bugzilla.novell.com/show_bug.cgi?id=763650


https://cve.report/
https://cve.report/CVE-2012-2671/mitre
https://cve.report/CVE-2012-2671/nist
https://cve.report/CVE-2012-2671/cve_org
https://cve.report/CVE-2012-2671.pdf
http://cve.report/software/rtomayko/rack-cach
http://cve.report/vendor/rtomayko
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2012/06/06/8
https://github.com/rtomayko/rack-cache/commit/2e3a64d07daac4c757cc57620f2288e865a09b90
https://github.com/rtomayko/rack-cache/pull/52
http://lists.fedoraproject.org/pipermail/package-announce/2012-June/081812.html
https://bugzilla.novell.com/show_bug.cgi?id=763650

() CONFIRM github.com/rtomayko/rack-

CHANGES at master from rtomayko's rack-cache

- GitHub cache/blob/master/CHANGES
rubygem-rack-cache: caches sensitive headers

824520 — (CVE-2012-2671) CVE-2012-2671 (® MISC bugzilla.redhat.com/show_bug.cgi?id=824520
(such as Set-Cookie)

oss-security - CVE request: rack-cache caches ¢ > MLIST [oss-security] 20120606 CVE request: rack-cache
sensitive headers (Set-Cookie) caches sensitive headers (Set-Cookie)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Rtomayko Rack-cach 0.3.0 All All All
Application Rtomayko Rack-cach 0.4 All All All
Application Rtomayko Rack-cach 0.5 All All All
Application Rtomayko Rack-cach 0.5.2 All All All
Application Rtomayko Rack-cach 0.5.3 All All All
Application Rtomayko Rack-cach 1.0 All All All
Application Rtomayko Rack-cach 1.0.1 All All All
Application Rtomayko Rack-cach 1.0.2 All All All
Application Rtomayko Rack-cach 1.0.3 All All All
Application Rtomayko Rack-cach 1.1 All All All
Application Rtomayko Rack-cach 0.3.0 All All All
Application Rtomayko Rack-cach 0.4 All All All
Application Rtomayko Rack-cach 0.5 All All All
Application Rtomayko Rack-cach 0.5.2 All All All
Application Rtomayko Rack-cach 0.5.3 All All All
Application Rtomayko Rack-cach 1.0 All All All
Application Rtomayko Rack-cach 1.0.1 All All All
Application Rtomayko Rack-cach 1.0.2 All All All
Application Rtomayko Rack-cach 1.0.3 All All All
Application Rtomayko Rack-cach 1.1 All All All
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cpe:2.3:a:rtomayko:rack-cach:0.5:%:*:* "™

cpe:2.3:a:rtomayko:rack-cach:0.5.2:*:*: " *:*:

cpe:2.3:a:rtomayko:rack-cach:0.5.3:*:*: " *:*:

cpe:2.3:a:rtomayko:rack-cach:1.0:*:" ™
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cpe:2.3:a:rtomayko:rack-cach:1.0.2:*:*:*: " *:*:

cpe:2.3:a:rtomayko:rack-cach:1.0.3:*:*: " *:*:

cpe:2.3:a:rtomayko:rack-cach:1.1: "

cpe:2.3:a:rtomayko:rack-cach:0.3.0::*:*:*:*:*:*:

cpe:2.3:a:rtomayko:rack-cach:0.4:*:**:*
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cpe:2.3:a:rtomayko:rack-cach:0.5.2::*:**:*:*:*:

cpe:2.3:a:rtomayko:rack-cach:0.5.3:*:****:*:*:

cpe:2.3:a:rtomayko:rack-cach:1.0:

cpe:2.3:a:rtomayko:rack-cach:1.0.1:*: %

cpe:2.3:a:rtomayko:rack-cach:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:rtomayko:rack-cach:1.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:rtomayko:rack-cach:1.1:

No vendor comments have been submitted for this CVE
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