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CVE CVE-2012-2672
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-17 03:41:00 UTC
Updated 2017-08-29 01:31:00 UTC
Description Oracle Mojarra 2.1.7 does not properly "clean up" the FacesContext reference during startup, which allows local users to ot
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Mojarra 2.1.7 All All All
Application Oracle Mojarra 2.1.7 All All All
Reference

oss-security - Re: CVE request: Mojarra allows deployed web applications to read FacesContext from other applications
Red Hat Customer Portal

Security Advisory SA51607 - Red Hat update for JBoss Enterprise Application Platform - Secunia

Security Advisory SA49284 - Oracle Mojarra &quot;FacesContext&quot; Information Disclosure Vulnerability - Secunia
Red Hat Customer Portal

[JBPAPP6-896] FacesContext.getCurrentinstance returns external context from a different deployment during application startup - Red Hat Is¢
[#JAVASERVERFACES-2436] Security bug with FacesContext in application startup - Java.net JIRA

oss-security - CVE request: Mojarra allows deployed web applications to read FacesContext from other applications
IBM X-Force Exchange

Red Hat Customer Portal
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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