CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2012-2688

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2012-2688

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2012-07-20 10:40:00 UTC

2017-12-22 02:29:00 UTC

Unspecified vulnerability in the _php_stream_scandir function in the stream implementation in PHP before 5.3.15 and 5.4.x

| 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 1.0 All All All
Php Php 2.0 All All All
Php Php 2.0b10 All All All
Php Php 3.0 All All All
Php Php 3.0.1 All All All
Php Php 3.0.10 All All All
Php Php 3.0.11 All All All
Php Php 3.0.12 All All All
Php Php 3.0.13 All All All
Php Php 3.0.14 All All All
Php Php 3.0.15 All All All
Php Php 3.0.16 All All All
Php Php 3.0.17 All All All
Php Php 3.0.18 All All All
Php Php 3.0.2 All All All
Php Php 3.0.3 All All All
Php Php 3.04 All All All
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Application Php Php 5.3.2 All All All

Application Php Php 5.3.3 All All All

Application Php Php 5.3.4 All All All

Application Php Php 5.3.5 All All All

Application Php Php 5.3.6 All All All

Application Php Php 5.3.7 All All All

Application Php Php 5.3.8 All All All

Application Php Php 5.3.9 All All All

Application Php Php 5.4.0 All All All

Application Php Php 5.4.1 All All All

Application Php Php 5.4.2 All All All

Application Php Php 5.4.3 All All All

Application Php Php 5.4.4 All All All

Application Php Php All All All All

Reference Source Link
openSUSE-SU-2012:0976 SUSE hermes.opensu
[security-announce] SUSE-SU-2012:1034-1: important: Security update for SUSE lists.opensuse.c
APPLE-SA-2012-09-19-2 OS X Mountain Lion v10.8.2, OS X Lion v10.7.5 and Security Update 2012-004 APPLE lists.apple.com

About the security content of OS X Mountain Lion v10.8.2, OS X Lion v10.7.5 and Security Update 2012-004 CONFIRM support.apple.c

PHP '_php_stream_scandir()' Buffer Overflow Vulnerability BID www.securityfor
Debian -- Security Information -- DSA-2527-1 php5 DEBIAN www.debian.org
IBM X-Force Exchange XF exchange.xforc
About Secunia Research | Flexera SECUNIA secunia.com

[security-announce] SUSE-SU-2012:1033-1: important: Security update for SUSE lists.opensuse.c

PHP Overflow in _php_stream_scandir() May Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytre

Red Hat Customer Portal REDHAT rhn.redhat.com
PHP: PHP 5 ChangelLog CONFIRM www.php.net
Support / Security / Advisories / / MDVSA-2012:108 | Mandriva MANDRIVA  www.mandriva.
USN-1569-1: PHP vulnerabilities | Ubuntu UBUNTU www.ubuntu.co
CVE Program record CVE.ORG WwWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov

‘ B

No vendor comments have been submitted for this CVE.
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http://cve.report/software/php/php
https://hermes.opensuse.org/messages/15376003
http://lists.opensuse.org/opensuse-security-announce/2012-08/msg00022.html
http://lists.apple.com/archives/security-announce/2012/Sep/msg00004.html
http://support.apple.com/kb/HT5501
http://www.securityfocus.com/bid/54638
http://www.debian.org/security/2012/dsa-2527
https://exchange.xforce.ibmcloud.com/vulnerabilities/77155
http://secunia.com/advisories/55078
http://lists.opensuse.org/opensuse-security-announce/2012-08/msg00021.html
http://www.securitytracker.com/id?1027287
http://rhn.redhat.com/errata/RHSA-2013-1307.html
http://www.php.net/ChangeLog-5.php
http://www.mandriva.com/security/advisories?name=MDVSA-2012:108
http://www.ubuntu.com/usn/USN-1569-1
https://www.cve.org/CVERecord?id=CVE-2012-2688
https://nvd.nist.gov/vuln/detail/CVE-2012-2688

There are currently no legacy QID mappings associated with this CVE.
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