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CVE-2012-2695

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACUAUNCPILPIAP Certain versions of Rails from Rubyonrails contain the following
’ vulnerability:

The Active Record component in Ruby on Rails before 3.0.14, 3.1.x
before 3.1.6, and 3.2.x before 3.2.6 does not properly implement the
passing of request data to a where method in an ActiveRecord class,
which allows remote attackers to conduct certain SQL injection attacks
via nested query parameters that leverage improper handling of nested
hashes, a related issue to CVE-2012-2661.

CVE-2012-2695 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Google Groups X (%) MLIST [rubyonrails-security] 20120612 Ruby on
Rails SQL Injection (CVE-2012-2695)

Red Hat Customer Portal & REDHAT RHSA-2013:0154

[security-announce] SUSE-SU-2012:1014-1: 9 SUSE SUSE-SU-2012:1014

important: Security update for [ text/html |

[security-announce] SUSE-SU-2012:1012-1: 9 SUSE SUSE-SU-2012:1012

important: Security update for



https://cve.report/
https://cve.report/CVE-2012-2695/mitre
https://cve.report/CVE-2012-2695/nist
https://cve.report/CVE-2012-2695/cve_org
https://cve.report/CVE-2012-2695.pdf
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://groups.google.com/group/rubyonrails-security/msg/aee3413fb038bf56?dmode=source&output=gplain
https://web.archive.org/web/2012/http://rhn.redhat.com/errata/RHSA-2013-0154.html
http://lists.opensuse.org/opensuse-security-announce/2012-08/msg00016.html
http://lists.opensuse.org/opensuse-security-announce/2012-08/msg00014.html

[security-announce] openSUSE-SU-2012:0978-1: 9 SUSE openSUSE-SU-2012:0978

important: rubygem-actionpa
openSUSE-SU-2012:1066-1: moderate: update for 9 SUSE openSUSE-SU-2012:1066
rubygem-actionmailer-3_2,

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Rubyonrails Rails 3.0.0 All All All
Application Rubyonrails Rails 3.0.0 beta All All
Application Rubyonrails Rails 3.0.0 beta2 All All
Application Rubyonrails Rails 3.0.0 beta3 All All
Application Rubyonrails Rails 3.0.0 beta4 All All
Application Rubyonrails Rails 3.0.0 rc All All
Application Rubyonrails Rails 3.0.0 rc2 All All
Application Rubyonrails Rails 3.0.1 All All All
Application Rubyonrails Rails 3.0.1 pre All All
Application Rubyonrails Rails 3.0.10 All All All
Application Rubyonrails Rails 3.0.10 rci All All
Application Rubyonrails Rails 3.0.11 All All All
Application Rubyonrails Rails 3.0.12 All All All
Application Rubyonrails Rails 3.0.12 rcl All All
Application Rubyonrails Rails 3.0.13 rci All All
Application Rubyonrails Rails 3.0.2 All All All
Application Rubyonrails Rails 3.0.2 pre All All
Application Rubyonrails Rails 3.0.3 All All All
Application Rubyonrails Rails 3.0.4 rci All All
Application Rubyonrails Rails 3.05 All All All
Application Rubyonrails Rails 3.0.5 rcl All All
Application Rubyonrails Rails 3.0.6 All All All
Application Rubyonrails Rails 3.0.6 rcl All All
Application Rubyonrails Rails 3.0.6 rc2 All All

Annliratinn Rithvanraile Raile 2N7 All All All
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cpe:2.3:a:rubyonrails:rails:3.0.2:*:*****:*:

dkak kR kuk.

cpe:2.3:a:rubyonrails:rails:3.0.2:pre:*:*:*:*:*:*:

cpe:2.3:a:rubyonrails:rails:3.0.3:

dk kR Lk kuk.

cpe:2.3:a:rubyonrails:rails:3.0.4:rc1

cpe:2.3:a:rubyonrails:rails:3.0.5:

dkak kR akak.

cpe:2.3:a:rubyonrails:rails:3.0.5:rc1
cpe:2.3:a:rubyonrails:rails:3.0.6:*:
cpe:2.3:a:rubyonrails:rails:3.0.6:rc2:*:*:*:*:*:*:
cpe:2.3:a:rubyonrails:rails:3.0.7:*
cpe:2.3:a:rubyonrails:rails:3.0.7:rc1 "

cpe:2.3:a:rubyonrails:rails:3.0.7:rc2:*:*:* " *:*:

cpe:2.3:a:rubyonrails:rails:3.0.8:*:*:* "

dkkukkkuk.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc1: "

dkuk Lk akkak.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc2:*:*:*:**::

dkak ok akkuk.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc4:*:*:*:*:*:*:



dkakkakkak.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc8:*:*:*:*:*:*:

cpe:2.3:a:rubyonrails:rails:3.1.1

Rk Lk kakak.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc1

Rk kR akak.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc2:*:* " *:*:

cpe:2.3:a:rubyonrails:rails:3.1.2:*

cpe:2.3:a:rubyonrails:rails:3.1.2:rc1 "
cpe:2.3:a:rubyonrails:rails:3.1.2:rc2:*:*:*:**:*:
cpe:2.3:a:rubyonrails:rails:3.1.3: " "

cpe:2.3:a:rubyonrails:rails:3.1.4:* " "

cpe:2.3:a:rubyonrails:rails:3.2.1: " "

cpe:2.3:a:rubyonrails:rails:3.2.2:*: "

dkakukkakak.

cpe:2.3:a:rubyonrails:rails:3.2.2:rc1: "

cpe:2.3:a:rubyonrails:rails:3.2.3:%:* "
akakakakakak.

cpe:2.3:a:rubyonrails:rails:3.2.3:rc1:*:":

cpe:2.3:a:rubyonrails:rails:3.2.3:rc2:*:*:*:*
cpe:2.3:a:rubyonrails:rails:3.2.4:*:* x>

cpe:2.3:a:rubyonrails:rails:3.2.4:rc1: %

cpe:2.3:a:rubyonrails:rails:3.2.5:*



cpe:2.3:a:rubyonrails:rails:3.0.0:*:*****:*:

dkak kR akak.

cpe:2.3:a:rubyonrails:rails:3.0.0:betad :*:*:*:*:*:*:

Sk kKKK,

cpe:2.3:a:rubyonrails:rails:3.0.0:rc:

Ak kR ok ak Rk,

cpe:2.3:a:rubyonrails:rails:3.0.10:* "

Sk kKR ok,

cpe:2.3:a:rubyonrails:rails:3.0.10:rct %"

akak koK ok Rk,

cpe:2.3:a:rubyonrails:rails:3.0.11:* " ™

cpe:2.3:a:rubyonrails:rails:3.0.6:*:*:*:*: "

dkakakkakak.

cpe:2.3:a:rubyonrails:rails:3.0.6:rc1:*:":

cpe:2.3:a:rubyonrails:rails:3.0.7:% " "

dkkuk Lk kuk.

cpe:2.3:a:rubyonrails:rails:3.0.7:rc1: "

cpe:2.3:a:rubyonrails:rails:3.0.7:rc2:*:*:*

cpe:2.3:a:rubyonrails:rails:3.0.8:*:* "

AnnD iacriihvanrailesraile 2 N Qurad X okkokokk,
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dkak kR ukuk.

cpe:2.3:a:rubyonrails:rails:3.0.8:rc2:*:*:***:*:

dk kR akakuk.

cpe:2.3:a:rubyonrails:rails:3.0.8:rc4

cpe:2.3:a:rubyonrails:rails:3.0.9:*:

dkak kR Lk ak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc1

kR kR akak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc2:*:*:**:*:*:

cpe:2.3:a:rubyonrails:rails:3.1.0:*

dkak Rk akak.

cpe:2.3:a:rubyonrails:rails:3.1.0:betat :*:*:*:*:*:*:

cpe:2.3:a:rubyonrails:rails:3.1.1: "

dkakakkakak.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc1 =

akakukkakak.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc2:*:*:*:*:*::

akak Lk kakak.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc3:*:": "

cpe:2.3:a:rubyonrails:rails:3.1.2:%:* "

dkakukkukuk.

cpe:2.3:a:rubyonrails:rails:3.1.2:rc1: "
cpe:2.3:a:rubyonrails:rails:3.1.2:rc2:*:*:*:**::

cpe:2.3:a:rubyonrails:rails:3.1.3:* "

cpe:2.3:a:rubyonrails:rails:3.1.4:



cpe:2.3:a:rubyonrails:rails:3.1.4:rc1

cpe:2.3:a:rubyonrails:rails:3.1.5:*

cpe:2.3:a:rubyonrails:rails:3.2.0:*
cpe:2.3:a:rubyonrails:rails:3.2.0:rc1
cpe:2.3:a:rubyonrails:rails:3.2.0:rc2:*:*:*:*:*:*:
cpe:2.3:a:rubyonrails:rails:3.2.1:*
cpe:2.3:a:rubyonrails:rails:3.2.2:*
cpe:2.3:a:rubyonrails:rails:3.2.2:rc1
cpe:2.3:a:rubyonrails:rails:3.2.3:*

cpe:2.3:a:rubyonrails:rails:3.2.3:rc1 " "

cpe:2.3:a:rubyonrails:rails:3.2.5: " "
cpe:2.3:a:rubyonrails:ruby_on_rails:3.0.4:*: %%

cpe:2.3:a:rubyonrails:ruby_on_rails:3.0.4:":*: "

No vendor comments have been submitted for this CVE
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