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Summary

CVE CVE-2012-2719

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-27 00:55:00 UTC

Updated 2012-06-27 16:51:00 UTC

Description The filedepot module 6.x-1.x before 6.x-1.3 for Drupal, when accessed using multiple different browsers from the same IP address, causes Internet Explorer sessions to "switch users" when uploading a file, which has unspecified impact possibly involving file uploads to the wrong user directory, aka "Session Management Vulnerability."

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Blaine Lang Filedepot 6.x-1.0 All All All

Application Blaine Lang Filedepot 6.x-1.0 rc1 All All

Application Blaine Lang Filedepot 6.x-1.0 rc2 All All

Application Blaine Lang Filedepot 6.x-1.0 rc3 All All

Application Blaine Lang Filedepot 6.x-1.0 rc4 All All

Application Blaine Lang Filedepot 6.x-1.1 All All All

Application Blaine Lang Filedepot 6.x-1.2 All All All

Application Blaine Lang Filedepot 6.x-1.x dev All All

Application Blaine Lang Filedepot 6.x-1.0 All All All

Application Blaine Lang Filedepot 6.x-1.0 rc1 All All

Application Blaine Lang Filedepot 6.x-1.0 rc2 All All

Application Blaine Lang Filedepot 6.x-1.0 rc3 All All

Application Blaine Lang Filedepot 6.x-1.0 rc4 All All

Application Blaine Lang Filedepot 6.x-1.1 All All All

Application Blaine Lang Filedepot 6.x-1.2 All All All

Application Blaine Lang Filedepot 6.x-1.x dev All All

Application Drupal Drupal - All All All
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Application Drupal Drupal - All All All

Application Drupal Drupal - All All All

References

Reference Source Link Tags

filedepot 6.x-1.3 | drupal.org CONFIRM drupal.org Patch

82575 OSVDB www.osvdb.org

Security Advisory SA49316 - Drupal filedepot Module Session Hijacking Security Issue - Secunia SECUNIA secunia.com Vendor Advisory

SA-CONTRIB-2012-090 - File depot - Session Management Vulnerability | drupal.org MISC drupal.org Patch, Vendor Advisory

oss-security - Re: CVE Request for Drupal contributed modules MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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