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CVE CVE-2012-2737
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-22 17:55:00 UTC
Updated 2017-08-29 01:31:00 UTC
Description The user_change_icon_file_authorized_cb function in /usr/libexec/accounts-daemon in AccountsService before 0.6.22 doe:

/ |

1|

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ray Stode Accountsservice 0.4 All All All
Application Ray Stode Accountsservice 0.5 All All All
Application Ray Stode Accountsservice 0.6 All All All
Application Ray Stode Accountsservice 0.6.1 All All All
Application Ray Stode Accountsservice 0.6.10 All All All
Application Ray Stode Accountsservice 0.6.11 All All All
Application Ray Stode Accountsservice 0.6.12 All All All
Application Ray Stode Accountsservice 0.6.13 All All All
Application Ray Stode Accountsservice 0.6.14 All All All
Application Ray Stode Accountsservice 0.6.15 All All All
Application Ray Stode Accountsservice 0.6.16 All All All
Application Ray Stode Accountsservice 0.6.17 All All All
Application Ray Stode Accountsservice 0.6.18 All All All
Application Ray Stode Accountsservice 0.6.19 All All All
Application Ray Stode Accountsservice 0.6.2 All All All
Application Ray Stode Accountsservice 0.6.20 All All All
Application Ray Stode Accountsservice 0.6.3 All All All
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Application Ray Stode Accountsservice 0.6.4 All All All
Application Ray Stode Accountsservice 0.6.5 All All All
Application Ray Stode Accountsservice 0.6.6 All All All
Application Ray Stode Accountsservice 0.6.7 All All All
Application Ray Stode Accountsservice 0.6.8 All All All
Application Ray Stode Accountsservice 0.6.9 All All All
Application Ray Stode Accountsservice All All All All
Application Ray Stode Accountsservice 0.4 All All All
Application Ray Stode Accountsservice 0.5 All All All
Application Ray Stode Accountsservice 0.6 All All All
Application Ray Stode Accountsservice 0.6.1 All All All
Application Ray Stode Accountsservice 0.6.10 All All All
Application Ray Stode Accountsservice 0.6.11 All All All
Application Ray Stode Accountsservice 0.6.12 All All All
Application Ray Stode Accountsservice 0.6.13 All All All
Application Ray Stode Accountsservice 0.6.14 All All All
Application Ray Stode Accountsservice 0.6.15 All All All
Application Ray Stode Accountsservice 0.6.16 All All All
Application Ray Stode Accountsservice 0.6.17 All All All
Application Ray Stode Accountsservice 0.6.18 All All All
Application Ray Stode Accountsservice 0.6.19 All All All
Application Ray Stode Accountsservice 0.6.2 All All All
Application Ray Stode Accountsservice 0.6.20 All All All
Application Ray Stode Accountsservice 0.6.3 All All All
Application Ray Stode Accountsservice 0.6.4 All All All
Application Ray Stode Accountsservice 0.6.5 All All All
Application Ray Stode Accountsservice 0.6.6 All All All
Application Ray Stode Accountsservice 0.6.7 All All All
Application Ray Stode Accountsservice 0.6.8 All All All
Application Ray Stode Accountsservice 0.6.9 All All All
Reference

Security Advisory SA49695 - accountsservice &quot;user_change_icon_file_authorized_cb()&quot; File Disclosure Vulnerability - Secunia

accountsservice - D-Bus interface for user account query and manipulation (mirrored from https:/gitlab.freedesktop.org/accountsservice/accot
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USN-1485-1: Accountsservice vulnerability | Upuntu

accountsservice - D-Bus interface for user account query and manipulation (mirrored from https://gitlab.freedesktop.org/accountsservice/accot
83398

[SECURITY] Fedora 17 Update: accountsservice-0.6.21-2.fc17

accountsservice - D-Bus interface for user account query and manipulation (mirrored from https:/gitlab.freedesktop.org/accountsservice/accot
oss-security - accountsservice local file disclosure flaw (CVE-2012-2737)

accountsservice - D-Bus interface for user account query and manipulation (mirrored from https:/gitlab.freedesktop.org/accountsservice/accot
IBM X-Force Exchange

Security Advisory SA49759 - Ubuntu update for accountsservice - Secunia

AccountsService 'user_change_icon_file_authorized_cb()' Function File Disclosure Vulnerability

832532 — (CVE-2012-2737) CVE-2012-2737 accountsservice: local file disclosure flaw

openSUSE-SU-2012:0845

CVE Program record

NVD vulnerability detail
El | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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