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Summary

CVE CVE-2012-2751

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-22 16:55:00 UTC

Updated 2023-11-07 02:10:00 UTC

Description ModSecurity before 2.6.6, when used with PHP, does not properly handle single quotes not at the beginning of a request parameter value in the Content-Disposition field of a request with a multipart/form-data Content-Type header, which allows remote attackers to bypass filtering rules and perform other attacks such as cross-site scripting (XSS) attacks. NOTE: this vulnerability exists because of an incomplete fix for CVE-2009-5031.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Application Oracle Http Server 11.1.1.6.0 All All All

Application Oracle Http Server 11.1.1.6.0 All All All

Application Trustwave Modsecurity All All All All

Application Trustwave Modsecurity All All All All
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Oracle Critical Patch Update - April 2013 CONFIRM www.oracle.com Third Party Advisory

ModSecurity Quote Parsing Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Ivan Ristić: ModSecurity and ModSecurity Core Rule Set Multipart Bypasses MISC blog.ivanristic.com Third Party Advisory

openSUSE-SU-2013:1331-1: moderate: update for apache2-mod_security2 SUSE lists.opensuse.org Mailing List, Third Party Advisory

openSUSE-SU-2013:1336-1: moderate: update for apache2-mod_security2 SUSE lists.opensuse.org Mailing List, Third Party Advisory

404 Not Found CONFIRM mod-security.svn.sourceforge.net Broken Link

oss-security - Re: mod_security CVE request MLIST www.openwall.com Mailing List, Third Party Advisory

Debian -- Security Information -- DSA-2506-1 libapache-mod-security DEBIAN www.debian.org Third Party Advisory

oss-security - mod_security CVE request MLIST www.openwall.com Mailing List, Third Party Advisory

Support / Security / Advisories / / MDVSA-2012:118 | Mandriva MANDRIVA www.mandriva.com Third Party Advisory

Support / Security / Advisories / / MDVSA-2013:150 | Mandriva MANDRIVA www.mandriva.com Third Party Advisory

About Secunia Research | Flexera SECUNIA secunia.com Third Party Advisory

404 Not Found CONFIRM mod-security.svn.sourceforge.net Broken Link

openSUSE-SU-2013:1342-1: moderate: update for apache2-mod_security2 SUSE lists.opensuse.org Mailing List, Third Party Advisory

404 Not Found CONFIRM mod-security.svn.sourceforge.net Broken Link

Security Advisory SA49782 - Debian update for libapache-mod-security - Secunia SECUNIA secunia.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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