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Untrusted search path vulnerability in TrGUl.exe in the Endpoint Connect (aka EPC) GUI in Check Point Endpoint Security
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Checkpoint Endpoint Connect r73 All All All
Checkpoint Endpoint Connect r73 All All All
Checkpoint Endpoint Security e80 - vpn_blade All
Checkpoint Endpoint Security e80.10 - vpn_blade All
Checkpoint Endpoint Security €80.20 - vpn_blade All
Checkpoint Endpoint Security e80.30 - vpn_blade All
Checkpoint Endpoint Security r73 All All All
Checkpoint Endpoint Security e80 - vpn_blade All
Checkpoint Endpoint Security e80.10 - vpn_blade All
Checkpoint Endpoint Security €80.20 - vpn_blade All
Checkpoint Endpoint Security €80.30 - vpn_blade All
Checkpoint Endpoint Security r73 All All All
Checkpoint Endpoint Security Vpn r75 All All All
Checkpoint Endpoint Security Vpn r75 All All All
Checkpoint Remote Access Clients e75 All All All
Checkpoint Remote Access Clients e75.10 All All All
Checkpoint Remote Access Clients e75.20 All All All
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Application Checkpoint Remote Access Clients e75 All All All

Application Checkpoint Remote Access Clients e75.10 All All All

Application Checkpoint Remote Access Clients e75.20 All All All

Reference Source Link Tags
Endpoint Connect (EPC) DLL hijacking vulnerability CONFIRM  supportcenter.checkpoint.com  Patch, Vendo

20120613 Security Advisory - Checkpoint Endpoint Connect VPN - DLL Hijack BUGTRAQ archives.nechapsis.com
CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, an:

1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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