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Summary

CVE CVE-2012-2760

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-25 19:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description mod_auth_openid before 0.7 for Apache uses world-readable permissions for /tmp/mod_auth_openid.db, which allows local users to obtain session ids.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Findingscience Mod Auth Openid 0.1 All All All

Application Findingscience Mod Auth Openid 0.2 All All All

Application Findingscience Mod Auth Openid 0.2.1 All All All

Application Findingscience Mod Auth Openid 0.3 All All All

Application Findingscience Mod Auth Openid 0.4 All All All

Application Findingscience Mod Auth Openid 0.5 All All All

Application Findingscience Mod Auth Openid All All All All

Application Findingscience Mod Auth Openid 0.1 All All All

Application Findingscience Mod Auth Openid 0.2 All All All

Application Findingscience Mod Auth Openid 0.2.1 All All All

Application Findingscience Mod Auth Openid 0.3 All All All

Application Findingscience Mod Auth Openid 0.4 All All All

Application Findingscience Mod Auth Openid 0.5 All All All
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Mod_Auth_OpenID Session Stealing Vulnerability EXPLOIT-DB www.exploit-db.com

20120522 session stealing in mod_auth_openid - CVE-2012-2760 FULLDISC archives.neohapsis.com

Security Advisory SA49247 - mod_auth_openid Database File Insecure Permissions - Secunia SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2012:114 | Mandriva MANDRIVA www.mandriva.com

Mod_Auth_OpenID Session Stealing ≈ Packet Storm MISC packetstormsecurity.org

mod_auth_openid/ChangeLog at master · bmuller/mod_auth_openid · GitHub CONFIRM github.com

advisory for CVE-2012-2760 by paranoid · Pull Request #30 · bmuller/mod_auth_openid · GitHub MISC github.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

82139 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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