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SQL injection vulnerability in include/functions_trackbacks.inc.php in Serendipity 1.6.2 allows remote attackers to execute a

| 1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
S9y Serendipity 0.3 All All All
S9y Serendipity 0.4 All All All
S9y Serendipity 0.7 All All All
S9y Serendipity 0.7.1 All All All
S9y Serendipity 0.8 All All All
S9y Serendipity 0.8.1 All All All
S9y Serendipity 0.8.2 All All All
S9y Serendipity 0.8.3 All All All
S9y Serendipity 0.8.4 All All All
S9y Serendipity 0.8.5 All All All
S9y Serendipity 0.9 All All All
S9y Serendipity 0.9.1 All All All
S9y Serendipity 1.0 All All All
S9y Serendipity 1.0.1 All All All
S9y Serendipity 1.0.2 All All All
S9y Serendipity 1.0.3 All All All
S9y Serendipity 1.0.4 All All All
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Application S9y Serendipity 1.1.1 All All All

Application S9y Serendipity 112 All All All

Application S9y Serendipity 1.1.3 All All All

Application S9y Serendipity 1.1.4 All All All

Application S9y Serendipity 1.2 All All All

Application S9y Serendipity 1.2.1 All All All

Application S9y Serendipity 1.3 All All All

Application S9y Serendipity 1.3.1 All All All

Application S9y Serendipity 1.4 All All All

Application S9y Serendipity 1.4.1 All All All

Application S9y Serendipity 1.5.1 All All All

Application S9y Serendipity 15.2 All All All

Application S9y Serendipity 1.5.3 All All All

Application S9y Serendipity 154 All All All

Application S9y Serendipity 1.55 All All All

Application S9y Serendipity 1.6 All All All

Application S9y Serendipity All All All All

Reference Source
File Not Found MISC
82036 OSvDB
Serendipity 'functions_trackbacks.inc.php' SQL Injection Vulnerability BID

* Fix SQL injection for comment.php used in read-context. - s9y/Serendipity@8715399 - GitHub CONFIRM

Serendipity Input Validation Flaw in 'functions_trackbacks.inc.php' Lets Remote Users Inject SQL Commands - SecurityTracker SECTRACF

Serendipity 1.6.2 released - Serendipity CONFIRM
Security Alerts - Secunia SECUNIA
IBM X-Force Exchange XF

CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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