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CVE CVE-2012-2806
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-13 20:55:00 UTC
Updated 2023-12-20 18:28:00 UTC
Description Heap-based buffer overflow in the get_sos function in jdmarker.c in libjpeg-turbo 1.2.0 allows remote attackers to cause a d

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application D.r.commander Libjpeg-turbo 1.2.0 All All All

Application D.r.commander Libjpeg-turbo 1.2.0 All All All

Reference Source Link
Security Advisory SA50753 - Gentoo update for libjpeg-turbo - Secunia secunia.
Bug 826849 — CVE-2012-2806 libjpeg-turbo: Heap-based buffer overflow when decompressing corrupt JPEG images MISC bugzilla.
Security Alerts - Secunia SECUNIA  secunia.
759802 — (CVE-2012-2806) Null-pointer execution/null out of bounds write at libjpeg/jdmarker.c MISC bugzilla.
oss-security - libjpeg-turbo: Heap-based buffer overflow when decompressing corrupt JPEG images MLIST WWW.0pt
Support / Security / Advisories / / MDVSA-2012:121 | Mandriva www.ma
libjpeg-turbo Heap-Based Buffer Overflow Vulnerability BID WWW.Sec
IBM X-Force Exchange XF exchang
84040 osvdb.or
Gentoo Linux Documentation -- libjpeg-turbo: User-assisted execution of arbitrary code security.
404 Not Found CONFIRM libjpeg-tt
CVE Program record CVE.ORG www.cve
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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