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Summary

CVE CVE-2012-2836

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-13 10:34:00 UTC

Updated 2023-11-07 02:11:00 UTC

Description The exif_data_load_data function in exif-data.c in the EXIF Tag Parsing Library (aka libexif) before 0.6.21 allows remote attackers to cause a denial of service (out-of-bounds read) or possibly obtain sensitive information from process memory via crafted EXIF tags in an image.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libexif Project Libexif 0.6.14 All All All

Application Libexif Project Libexif 0.6.15 All All All

Application Libexif Project Libexif 0.6.16 All All All

Application Libexif Project Libexif 0.6.18 All All All

Application Libexif Project Libexif 0.6.19 All All All

Application Libexif Project Libexif All All All All

Application Libexif Project Libexif 0.6.14 All All All

Application Libexif Project Libexif 0.6.15 All All All

Application Libexif Project Libexif 0.6.16 All All All

Application Libexif Project Libexif 0.6.18 All All All

Application Libexif Project Libexif 0.6.19 All All All
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libexif Multiple Remote Vulnerabilities BID www.securityfocus.com
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USN-1513-1: libexif vulnerabilities | Ubuntu www.ubuntu.com

SourceForge.net: EXIF Tag Parsing Library: sourceforge.net

Red Hat Customer Portal rhn.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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