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Summary

CVE CVE-2012-2850

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-06 15:55:00 UTC

Updated 2023-11-07 02:11:00 UTC

Description Multiple unspecified vulnerabilities in the PDF functionality in Google Chrome before 21.0.1180.57 on Mac OS X and Linux, and before 21.0.1180.60 on Windows and Chrome Frame, allow remote attackers to have an unknown impact via a crafted document.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Application Google Chrome 21.0.1180.0 All All All

Application Google Chrome 21.0.1180.1 All All All

Application Google Chrome 21.0.1180.2 All All All

Application Google Chrome 21.0.1180.31 All All All

Application Google Chrome 21.0.1180.32 All All All

Application Google Chrome 21.0.1180.33 All All All

Application Google Chrome 21.0.1180.34 All All All

Application Google Chrome 21.0.1180.35 All All All

Application Google Chrome 21.0.1180.36 All All All

Application Google Chrome 21.0.1180.37 All All All

Application Google Chrome 21.0.1180.38 All All All

Application Google Chrome 21.0.1180.39 All All All

Application Google Chrome 21.0.1180.41 All All All

Application Google Chrome 21.0.1180.46 All All All

Application Google Chrome 21.0.1180.47 All All All

https://cve.report/
https://cve.report/CVE-2012-2850/mitre
https://cve.report/CVE-2012-2850/nist
https://cve.report/CVE-2012-2850/cve_org
https://cve.report/api/cve/CVE-2012-2850.json
https://cve.report/CVE-2012-2850.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome


Application Google Chrome 21.0.1180.47 All All All

Application Google Chrome 21.0.1180.48 All All All

Application Google Chrome 21.0.1180.49 All All All

Application Google Chrome 21.0.1180.50 All All All

Application Google Chrome 21.0.1180.51 All All All

Application Google Chrome 21.0.1180.52 All All All

Application Google Chrome 21.0.1180.53 All All All

Application Google Chrome 21.0.1180.54 All All All

Application Google Chrome 21.0.1180.55 All All All

Application Google Chrome 21.0.1180.56 All All All

Application Google Chrome 21.0.1180.57 All All All

Application Google Chrome 21.0.1180.0 All All All

Application Google Chrome 21.0.1180.1 All All All

Application Google Chrome 21.0.1180.2 All All All

Application Google Chrome 21.0.1180.31 All All All

Application Google Chrome 21.0.1180.32 All All All

Application Google Chrome 21.0.1180.33 All All All

Application Google Chrome 21.0.1180.34 All All All

Application Google Chrome 21.0.1180.35 All All All

Application Google Chrome 21.0.1180.36 All All All

Application Google Chrome 21.0.1180.37 All All All

Application Google Chrome 21.0.1180.38 All All All

Application Google Chrome 21.0.1180.39 All All All

Application Google Chrome 21.0.1180.41 All All All

Application Google Chrome 21.0.1180.46 All All All

Application Google Chrome 21.0.1180.47 All All All

Application Google Chrome 21.0.1180.48 All All All

Application Google Chrome 21.0.1180.49 All All All

Application Google Chrome 21.0.1180.50 All All All

Application Google Chrome 21.0.1180.51 All All All

Application Google Chrome 21.0.1180.52 All All All

Application Google Chrome 21.0.1180.53 All All All

Application Google Chrome 21.0.1180.54 All All All

Application Google Chrome 21.0.1180.55 All All All

Application Google Chrome 21.0.1180.56 All All All

Application Google Chrome 21.0.1180.57 All All All
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Application Google Chrome All All All All

Application Google Chrome All All All All

Application Google Frame - All All All

Application Google Frame - All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

References

Reference

Issue 130251 - chromium - OOB read in PDF image resizing - An open-source project to help move the web forward. - Google Project Hosting

Issue 130592 - chromium - OOB read in PDF with colorspace too small for RGB - An open-source project to help move the web forward. - Google Project Hosting

Chrome Releases: Stable Channel Release

Issue 131690 - chromium - PDF: OOB read with inline RLE encoding - An open-source project to help move the web forward. - Google Project Hosting

Issue 131068 - chromium - PDF: off-by-one read in PNG predictor handling - An open-source project to help move the web forward. - Google Project Hosting

Issue 131237 - chromium - PDF: OOB reads in JBIG2 reference section handling - An open-source project to help move the web forward. - Google Project Hosting

Issue 131621 - chromium - PDF: OOB read in font handling code for type 3 fonts - An open-source project to help move the web forward. - Google Project Hosting

Issue 131252 - chromium - PDF: OOB read with AES encryption and truncated "Perms" string - An open-source project to help move the web forward. - Google Project Hosting

Issue 130611 - chromium - OOB read in PDF trying to loading inline stream images - An open-source project to help move the web forward. - Google Project Hosting

Issue 132860 - chromium - PDF: OOB reads in image stretching - An open-source project to help move the web forward. - Google Project Hosting

Repository / Oval Repository

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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