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Summary

CVE CVE-2012-2854

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-06 15:55:00 UTC

Updated 2023-11-07 02:11:00 UTC

Description Google Chrome before 21.0.1180.57 on Mac OS X and Linux, and before 21.0.1180.60 on Windows and Chrome Frame, allows remote attackers to obtain potentially sensitive information about pointer values by leveraging access to a WebUI renderer process.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Application Google Chrome 21.0.1180.0 All All All

Application Google Chrome 21.0.1180.1 All All All

Application Google Chrome 21.0.1180.2 All All All

Application Google Chrome 21.0.1180.31 All All All

Application Google Chrome 21.0.1180.32 All All All

Application Google Chrome 21.0.1180.33 All All All

Application Google Chrome 21.0.1180.34 All All All

Application Google Chrome 21.0.1180.35 All All All

Application Google Chrome 21.0.1180.36 All All All

Application Google Chrome 21.0.1180.37 All All All

Application Google Chrome 21.0.1180.38 All All All

Application Google Chrome 21.0.1180.39 All All All

Application Google Chrome 21.0.1180.41 All All All

Application Google Chrome 21.0.1180.46 All All All

Application Google Chrome 21.0.1180.47 All All All
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Application Google Chrome 21.0.1180.47 All All All

Application Google Chrome 21.0.1180.48 All All All

Application Google Chrome 21.0.1180.49 All All All

Application Google Chrome 21.0.1180.50 All All All

Application Google Chrome 21.0.1180.51 All All All

Application Google Chrome 21.0.1180.52 All All All

Application Google Chrome 21.0.1180.53 All All All

Application Google Chrome 21.0.1180.54 All All All

Application Google Chrome 21.0.1180.55 All All All

Application Google Chrome 21.0.1180.56 All All All

Application Google Chrome 21.0.1180.57 All All All

Application Google Chrome 21.0.1180.0 All All All

Application Google Chrome 21.0.1180.1 All All All

Application Google Chrome 21.0.1180.2 All All All

Application Google Chrome 21.0.1180.31 All All All

Application Google Chrome 21.0.1180.32 All All All

Application Google Chrome 21.0.1180.33 All All All

Application Google Chrome 21.0.1180.34 All All All

Application Google Chrome 21.0.1180.35 All All All

Application Google Chrome 21.0.1180.36 All All All

Application Google Chrome 21.0.1180.37 All All All

Application Google Chrome 21.0.1180.38 All All All

Application Google Chrome 21.0.1180.39 All All All

Application Google Chrome 21.0.1180.41 All All All

Application Google Chrome 21.0.1180.46 All All All

Application Google Chrome 21.0.1180.47 All All All

Application Google Chrome 21.0.1180.48 All All All

Application Google Chrome 21.0.1180.49 All All All

Application Google Chrome 21.0.1180.50 All All All

Application Google Chrome 21.0.1180.51 All All All

Application Google Chrome 21.0.1180.52 All All All

Application Google Chrome 21.0.1180.53 All All All

Application Google Chrome 21.0.1180.54 All All All

Application Google Chrome 21.0.1180.55 All All All

Application Google Chrome 21.0.1180.56 All All All

Application Google Chrome 21.0.1180.57 All All All
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Application Google Chrome All All All All

Application Google Chrome All All All All

Application Google Frame - All All All

Application Google Frame - All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

References

Reference

Chrome Releases: Stable Channel Release

Repository / Oval Repository

Issue 134519 - chromium - Security: memory address disclosure through JavaScript in WebUI's cookies page - An open-source project to help move the web forward. - Google Project Hosting

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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