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Summary

CVE CVE-2012-2864

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-22 10:42:00 UTC

Updated 2023-11-07 02:11:00 UTC

Description Mesa, as used in Google Chrome before 21.0.1183.0 on the Acer AC700, Cr-48, and Samsung Series 5 and 5 550 Chromebook platforms, and the Samsung Chromebox Series 3, allows remote attackers to execute arbitrary code via unspecified vectors that trigger an "array overflow."

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Acer Ac700 Chromebook - All All All

Hardware Acer Ac700 Chromebook - All All All

Operating System Google Chrome Os All All All All

Operating System Google Chrome Os All All All All

Operating System Google Chrome Os 21.0.1180.0 All All All

Operating System Google Chrome Os 21.0.1180.1 All All All

Operating System Google Chrome Os 21.0.1180.10 All All All

Operating System Google Chrome Os 21.0.1180.11 All All All

Operating System Google Chrome Os 21.0.1180.13 All All All

Operating System Google Chrome Os 21.0.1180.14 All All All

Operating System Google Chrome Os 21.0.1180.15 All All All

Operating System Google Chrome Os 21.0.1180.17 All All All

Operating System Google Chrome Os 21.0.1180.18 All All All

Operating System Google Chrome Os 21.0.1180.2 All All All

Operating System Google Chrome Os 21.0.1180.3 All All All

Operating System Google Chrome Os 21.0.1180.31 All All All

Operating System Google Chrome Os 21.0.1180.32 All All All
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Operating System Google Chrome Os 21.0.1180.32 All All All

Operating System Google Chrome Os 21.0.1180.33 All All All

Operating System Google Chrome Os 21.0.1180.34 All All All

Operating System Google Chrome Os 21.0.1180.35 All All All

Operating System Google Chrome Os 21.0.1180.36 All All All

Operating System Google Chrome Os 21.0.1180.37 All All All

Operating System Google Chrome Os 21.0.1180.38 All All All

Operating System Google Chrome Os 21.0.1180.39 All All All

Operating System Google Chrome Os 21.0.1180.4 All All All

Operating System Google Chrome Os 21.0.1180.41 All All All

Operating System Google Chrome Os 21.0.1180.46 All All All

Operating System Google Chrome Os 21.0.1180.47 All All All

Operating System Google Chrome Os 21.0.1180.48 All All All

Operating System Google Chrome Os 21.0.1180.49 All All All

Operating System Google Chrome Os 21.0.1180.5 All All All

Operating System Google Chrome Os 21.0.1180.50 All All All

Operating System Google Chrome Os 21.0.1180.6 All All All

Operating System Google Chrome Os 21.0.1180.7 All All All

Operating System Google Chrome Os 21.0.1180.79 All All All

Operating System Google Chrome Os 21.0.1180.8 All All All

Operating System Google Chrome Os 21.0.1180.9 All All All

Operating System Google Chrome Os 21.0.1180.0 All All All

Operating System Google Chrome Os 21.0.1180.1 All All All

Operating System Google Chrome Os 21.0.1180.10 All All All

Operating System Google Chrome Os 21.0.1180.11 All All All

Operating System Google Chrome Os 21.0.1180.13 All All All

Operating System Google Chrome Os 21.0.1180.14 All All All

Operating System Google Chrome Os 21.0.1180.15 All All All

Operating System Google Chrome Os 21.0.1180.17 All All All

Operating System Google Chrome Os 21.0.1180.18 All All All

Operating System Google Chrome Os 21.0.1180.2 All All All

Operating System Google Chrome Os 21.0.1180.3 All All All

Operating System Google Chrome Os 21.0.1180.31 All All All

Operating System Google Chrome Os 21.0.1180.32 All All All

Operating System Google Chrome Os 21.0.1180.33 All All All

Operating System Google Chrome Os 21.0.1180.34 All All All
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Operating System Google Chrome Os 21.0.1180.35 All All All

Operating System Google Chrome Os 21.0.1180.36 All All All

Operating System Google Chrome Os 21.0.1180.37 All All All

Operating System Google Chrome Os 21.0.1180.38 All All All

Operating System Google Chrome Os 21.0.1180.39 All All All

Operating System Google Chrome Os 21.0.1180.4 All All All

Operating System Google Chrome Os 21.0.1180.41 All All All

Operating System Google Chrome Os 21.0.1180.46 All All All

Operating System Google Chrome Os 21.0.1180.47 All All All

Operating System Google Chrome Os 21.0.1180.48 All All All

Operating System Google Chrome Os 21.0.1180.49 All All All

Operating System Google Chrome Os 21.0.1180.5 All All All

Operating System Google Chrome Os 21.0.1180.50 All All All

Operating System Google Chrome Os 21.0.1180.6 All All All

Operating System Google Chrome Os 21.0.1180.7 All All All

Operating System Google Chrome Os 21.0.1180.79 All All All

Operating System Google Chrome Os 21.0.1180.8 All All All

Operating System Google Chrome Os 21.0.1180.9 All All All

Hardware Google Cr-48 Chromebook - All All All

Hardware Google Cr-48 Chromebook - All All All

Hardware Samsung Series 5 550 Chromebook - All All All

Hardware Samsung Series 5 550 Chromebook - All All All

Hardware Samsung Series 5 Chromebook - All All All

Hardware Samsung Series 5 Chromebook - All All All

References

Reference Source Link Tags

Support/Advisories/MGASA-2012-0264 - Mageia wiki CONFIRM wiki.mageia.org

Google Project Hosting code.google.com

Support / Security / Advisories / / MDVSA-2013:103 | Mandriva MANDRIVA www.mandriva.com

USN-1623-1: Mesa vulnerability | Ubuntu UBUNTU www.ubuntu.com

Chrome Releases: Stable Channel Update for Chrome OS CONFIRM googlechromereleases.blogspot.com

Security Advisory SA51215 - Ubuntu update for mesa - Secunia secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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