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CVE-2012-2866

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Chrome from Google contain the following
vulnerability:

Google Chrome before 21.0.1180.89 does not properly perform a cast
of an unspecified variable during handling of run-in elements, which
allows remote attackers to cause a denial of service or possibly have
unknown other impact via a crafted document.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

Chrome Releases: Stable Channel Update Vendor Advisory

googlechromereleases.blogspot.com

text/html

 CONFIRM
googlechromereleases.blogspot.com/2012/08/stable-
channel-update_30.html

[security-announce] openSUSE-SU-2012:1215-
1: important: chromium: update

Third Party Advisory

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2012:1215

Issue 134897 - chromium - Bad cast with run-
ins and  - An
open-source project to help move the web
forward. - Google Project Hosting

code.google.com

text/html

 CONFIRM
code.google.com/p/chromium/issues/detail?
id=134897

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF chrome-runins-code-exec(78175)

No Description Provided osvdb.org  OSVDB 85031

CVE-2012-2866 has been assigned by  security@google.com to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2012-2866/mitre
https://cve.report/CVE-2012-2866/nist
https://cve.report/CVE-2012-2866/cve_org
https://cve.report/CVE-2012-2866.pdf
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://googlechromereleases.blogspot.com/2012/08/stable-channel-update_30.html
http://lists.opensuse.org/opensuse-security-announce/2012-09/msg00030.html
http://code.google.com/p/chromium/issues/detail?id=134897
https://exchange.xforce.ibmcloud.com/vulnerabilities/78175
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No Description Provided osvdb.org

Inactive Link Not Archived

 OSVDB 85031

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:15609

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 21.0.1180.0 All All All

Application Google Chrome 21.0.1180.1 All All All

Application Google Chrome 21.0.1180.2 All All All

Application Google Chrome 21.0.1180.31 All All All

Application Google Chrome 21.0.1180.32 All All All

Application Google Chrome 21.0.1180.33 All All All

Application Google Chrome 21.0.1180.34 All All All

Application Google Chrome 21.0.1180.35 All All All

Application Google Chrome 21.0.1180.36 All All All

Application Google Chrome 21.0.1180.37 All All All

Application Google Chrome 21.0.1180.38 All All All

Application Google Chrome 21.0.1180.39 All All All

Application Google Chrome 21.0.1180.41 All All All

Application Google Chrome 21.0.1180.46 All All All

Application Google Chrome 21.0.1180.47 All All All

Application Google Chrome 21.0.1180.48 All All All

Application Google Chrome 21.0.1180.49 All All All

Application Google Chrome 21.0.1180.50 All All All

Application Google Chrome 21.0.1180.51 All All All

Application Google Chrome 21.0.1180.52 All All All

Application Google Chrome 21.0.1180.53 All All All

Application Google Chrome 21.0.1180.54 All All All

Application Google Chrome 21.0.1180.55 All All All

Application Google Chrome 21.0.1180.56 All All All

Application Google Chrome 21.0.1180.57 All All All
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Application Google Chrome 21.0.1180.57 All All All

Application Google Chrome 21.0.1180.59 All All All

Application Google Chrome 21.0.1180.60 All All All

Application Google Chrome 21.0.1180.61 All All All

Application Google Chrome 21.0.1180.62 All All All

Application Google Chrome 21.0.1180.63 All All All

Application Google Chrome 21.0.1180.64 All All All

Application Google Chrome 21.0.1180.68 All All All

Application Google Chrome 21.0.1180.69 All All All

Application Google Chrome 21.0.1180.70 All All All

Application Google Chrome 21.0.1180.71 All All All

Application Google Chrome 21.0.1180.72 All All All

Application Google Chrome 21.0.1180.73 All All All

Application Google Chrome 21.0.1180.74 All All All

Application Google Chrome 21.0.1180.75 All All All

Application Google Chrome 21.0.1180.76 All All All

Application Google Chrome 21.0.1180.77 All All All

Application Google Chrome 21.0.1180.78 All All All

Application Google Chrome 21.0.1180.79 All All All

Application Google Chrome 21.0.1180.80 All All All

Application Google Chrome 21.0.1180.81 All All All

Application Google Chrome 21.0.1180.82 All All All

Application Google Chrome 21.0.1180.83 All All All

Application Google Chrome 21.0.1180.84 All All All

Application Google Chrome 21.0.1180.85 All All All

Application Google Chrome 21.0.1180.86 All All All

Application Google Chrome 21.0.1180.87 All All All

Application Google Chrome 21.0.1180.0 All All All

Application Google Chrome 21.0.1180.1 All All All

Application Google Chrome 21.0.1180.2 All All All

Application Google Chrome 21.0.1180.31 All All All

Application Google Chrome 21.0.1180.32 All All All

Application Google Chrome 21.0.1180.33 All All All

Application Google Chrome 21.0.1180.34 All All All

Application Google Chrome 21.0.1180.35 All All All

Application Google Chrome 21.0.1180.36 All All All
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Application Google Chrome 21.0.1180.37 All All All

Application Google Chrome 21.0.1180.38 All All All

Application Google Chrome 21.0.1180.39 All All All

Application Google Chrome 21.0.1180.41 All All All

Application Google Chrome 21.0.1180.46 All All All

Application Google Chrome 21.0.1180.47 All All All

Application Google Chrome 21.0.1180.48 All All All

Application Google Chrome 21.0.1180.49 All All All

Application Google Chrome 21.0.1180.50 All All All

Application Google Chrome 21.0.1180.51 All All All

Application Google Chrome 21.0.1180.52 All All All

Application Google Chrome 21.0.1180.53 All All All

Application Google Chrome 21.0.1180.54 All All All

Application Google Chrome 21.0.1180.55 All All All

Application Google Chrome 21.0.1180.56 All All All

Application Google Chrome 21.0.1180.57 All All All

Application Google Chrome 21.0.1180.59 All All All

Application Google Chrome 21.0.1180.60 All All All

Application Google Chrome 21.0.1180.61 All All All

Application Google Chrome 21.0.1180.62 All All All

Application Google Chrome 21.0.1180.63 All All All

Application Google Chrome 21.0.1180.64 All All All

Application Google Chrome 21.0.1180.68 All All All

Application Google Chrome 21.0.1180.69 All All All

Application Google Chrome 21.0.1180.70 All All All

Application Google Chrome 21.0.1180.71 All All All

Application Google Chrome 21.0.1180.72 All All All

Application Google Chrome 21.0.1180.73 All All All

Application Google Chrome 21.0.1180.74 All All All

Application Google Chrome 21.0.1180.75 All All All

Application Google Chrome 21.0.1180.76 All All All

Application Google Chrome 21.0.1180.77 All All All

Application Google Chrome 21.0.1180.78 All All All

Application Google Chrome 21.0.1180.79 All All All

Application Google Chrome 21.0.1180.80 All All All
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Application Google Chrome 21.0.1180.81 All All All

Application Google Chrome 21.0.1180.82 All All All

Application Google Chrome 21.0.1180.83 All All All

Application Google Chrome 21.0.1180.84 All All All

Application Google Chrome 21.0.1180.85 All All All

Application Google Chrome 21.0.1180.86 All All All

Application Google Chrome 21.0.1180.87 All All All

Application Google Chrome All All All All

Operating
System

Opensuse Opensuse 12.1 All All All

Operating
System

Opensuse Opensuse 12.2 All All All

Operating
System

Opensuse Opensuse 12.1 All All All

Operating
System

Opensuse Opensuse 12.2 All All All

cpe:2.3:a:google:chrome:21.0.1180.0:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.1:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.2:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.31:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.32:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.33:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.34:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.35:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.36:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.37:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.38:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.39:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.41:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.46:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.47:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.48:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.49:*:*:*:*:*:*:*:
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cpe:2.3:a:google:chrome:21.0.1180.50:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.51:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.52:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.53:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.54:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.55:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.56:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.57:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.59:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.60:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.61:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.62:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.63:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.64:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.68:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.69:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.70:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.71:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.72:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.73:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.74:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.75:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.76:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.77:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.78:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.79:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.80:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.81:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.82:*:*:*:*:*:*:*:



cpe:2.3:a:google:chrome:21.0.1180.82:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.83:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.84:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.85:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.86:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.87:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.0:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.1:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.2:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.31:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.32:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.33:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.34:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.35:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.36:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.37:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.38:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.39:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.41:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.46:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.47:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.48:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.49:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.50:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.51:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.52:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.53:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.54:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.55:*:*:*:*:*:*:*:



cpe:2.3:a:google:chrome:21.0.1180.56:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.57:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.59:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.60:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.61:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.62:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.63:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.64:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.68:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.69:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.70:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.71:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.72:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.73:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.74:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.75:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.76:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.77:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.78:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.79:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.80:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.81:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.82:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.83:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.84:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.85:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.86:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:21.0.1180.87:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:*:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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CVE.report and Source URL Uptime Status status.cve.report

cpe:2.3:a:google:chrome:*:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:12.1:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:12.2:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:12.1:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:12.2:*:*:*:*:*:*:*:

https://cve.report/CVE-2012-2865
https://cve.report/CVE-2012-2867
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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